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Chapter 1: Introduction

Unitrends Backup in Azure leverages Unitrends Backup technology as a deployable virtual machine in the Microsoft
Azure Marketplace. Our Azure-based Unitrends Backup VM can be used as either a backup appliance or a backup copy
target.

As your data set grows, you can scale up by adding compute resources (CPU, RAM), or scale out by deploying additional
Unitrends Backup appliances. Azure allows up to 64TB of storage on a single VM.

This deployment guide provides requirements, considerations, and instructions for deploying a Unitrends Backup
appliance in Azure.

For requirements and considerations for particular features and instructions on using them, see the Administrator
Guide for Recovery Series, Recovery MAX, ION/ION+, and Unitrends Backup.

See the following topics for details on deploying the Unitrends Backup appliance:
"Requirements and Considerations" on page 7

"Deploying the Unitrends Backup VM" on page 11

Key Terms

Term Definition

Appliance The Unitrends Backup system that backs up and recovers data.

Data Disk The standard unit of storage in Microsoft Azure.

Deployment The process of creating a Unitrends Backup VM and configuring the appliance it
contains.

Quick Setup Wizard The Quick Setup Wizard automatically launches the first time you access the
appliance Ul from a web browser. Work your way through this wizard to configure
additional appliance settings, such as date and time, hostname, and email.

Unitrends Backup VM A virtual machine that contains a Unitrends Backup Appliance.

U N ITR E N D S Chapter 1: Introduction
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Chapter 2: Requirements and Considerations

Before deploying your Unitrends Backup appliance, review the following requirements:
"Network and web access requirements"
"Minimum resource requirements" on page 9
"Backup storage" on page 9
"Additional considerations" on page 9
"Limitations" on page 9

"Licensing" on page 10

Network and web access requirements

There are several addresses you should permit for all deployments. All of these ports are outgoing connections from
the Unitrends appliance. We do not require incoming NAT of ports or exposing the unit to a public IP, only outgoing
communication from a local source Unitrends appliance is needed.

IMPORTANT! Never expose the appliance Web Ul or SSH connections to open external ports. Doing so may void
your support agreement until the appliance can be secured properly. Never deploy the Unitrends
appliance on a public IP. All incoming ports to a Unitrends appliance must be firewall protected.
Privately operated hot backup copy targets should be deployed in such a way as to secure the VPN
connection to only trusted source external IPs.

Additional ports must be open for connectivity to the Internet and for connectivity to any hot backup copy target. See
the following for details:

Unitrends does not officially support backup through firewalls. For details, see this KB article: Backup fails
through Router, DMZ, or Firewall.

"Connectivity between the appliance and the Internet"
"Connectivity between the appliance and a hot backup copy target"

Connectivity between the appliance and the Internet

Port, Protocol,

and Rule Destination
Backup and 443/HTTPS kaseyagroup-appliance- A secure docker container
backup copy Outbound from registry.jfrog.io registry required to update
operations the Unitrends backup and backup copy
appliance components.
Product 443/HTTPS repo.unitrends.com repo.unitrends.com is used

U N ITR E N D S Chapter 2: Requirements and Considerations
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the Unitrends

Updates Outbound from by the Unitrends appliance
the Unitrends to perform software
appliance updates.

sftp.unitrends.com
22/SFTP sftp.unitrends.com is used
Outbound from to collect files related to
the Unitrends active support tickets.
appliance

Remote 443/HTTPS support-itivity.unitrends.com Used for opening a remote

Support Outbound from tunnel to the Unitrends
the Unitrends support team.
appliance

Proactive 161/UDP notifications.unitrends.com Used for SNMP trap

Monitoring Outbound from collection for all proactive

monitoring.

appliance
161/TCP
Outbound from
the Unitrends
appliance
162/UDP
Outbound from
the Unitrends
appliance
162/TCP
Outbound from
the Unitrends
appliance

Connectivity between the appliance and a hot backup copy target

Backup copy
to the
Unitrends
Cloud or your
Unitrends
target
appliance.

Port, Protocol, and Rule

The OpenVPN port provided by Unitrends
Or

The port number you have configured for the
secure tunnel connection to the backup copy
target appliance must be open Outbound for
the TCP and UDP protocols. Port 443 must
also be open Outbond for the UCP protocol.

Destination

For Unitrends Used for

Cloud, the copying data

public-facing to the

IP address Unitrends

provided by Cloud or your

Unitrends. Unitrends
target

Target appliance.

appliance

hostname and

Chapter 2: Requirements and Considerations

UNITRENDS

A Kaseya company



Deployment Guide for Unitrends 9
Backup in Microsoft Azure

Release 10.9 | July 2025

Port, Protocol, and Rule Destination Notes

Minimum resource requirements
To meet the minimum criteria for successful deployment, the Unitrends Backup VM requires the following:

These are the minimum resources required to deploy and begin using the Unitrends Backup appliance. As

you add jobs and storage, be sure to monitor the system and add resources as needed over the lifetime of
the appliance.

A minimum of two virtual processors (VCPUS).
A minimum of 8GB of RAM.

38.47GB of space for the VM's initial disk.

At least 200GB of additional backup storage.

Azure VMs that meet the above requirements include: D2as_v4, D2ds_v4, D2s_v3, and D2s_v4.

Backup storage

After you create the Unitrends Backup VM, you will attach disks to use for backup storage. An Azure disk has a
maximum capacity of 4095GB, but you can attach multiple disks for additional storage. The total number of disks is
limited by the Azure VM size. You then expand storage in the Unitrends Backup Ul to create a single logical volume.

Additional considerations

A Unitrends Backup appliance can be used as either a backup appliance or a backup copy target. For details, see
the Administrator Guide for Recovery Series, Recovery MAX, ION/ION+, and Unitrends Backup.

After deploying your Unitrends Backup appliance, you should perform all operations, including updates, from the
Ul, unless you are following a specific procedure described in Unitrends documentation. Running unsupported
commands from the terminal can have undesirable results.

By default, the password for the web Ul root user of the Unitrends appliance is unitrends1. You will change this
password during appliance setup, as described in "Set up the appliance using the Quick Setup Wizard" on page
27.(Changing this password has no impact on the OS root user password.)

By default, appliance deduplication level is set to 1. For further information, see Managing Appliances in the
Unitrends Backup and Recovery Series Administrator's Guide.

Limitations

The following Unitrends Backup features are not currently supported within the Azure environment:

U N ITR E N D S Chapter 2: Requirements and Considerations
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Backups that are not agent-based application or file-level. (Host-level and image-level backups are not
supported.) For details on installing the Unitrends agent, see Unitrends agents in the Administrator Guide for
Recovery Series, Recovery MAX, ION/ION+, and Unitrends Backup.

The Windows agent push installation feature is not supported. Instead, install the Windows agent manually. For
details, see Installing the Windows agent in the Administrator Guide for Recovery Series, Recovery MAX,
ION/ION+, and Unitrends Backup.

The virtual machines you protect with Unitrends backups must be configured with private IPs only. Public IPs are
not supported. (For the Unitrends Backup appliance VM, a public IP is used.)

Bare metal recovery.
Instant Recovery.
Using a physical seed device to move data into or out of the Azure environment.

Exporting a Unitrends Backup appliance to a host outside of the Azure environment.

Licensing

You must register and license the appliance after deploying your Unitrends Backup appliance. You can use the
software for free with a 30-day trial license, but after this period, you must purchase a license.
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Chapter 3: Deploying the Unitrends Backup
VM

Once you have verified that all "Requirements and Considerations" on page 7 have been met, complete the following
steps to deploy the Unitrends Backup appliance:

"Download the Unitrends Backup VHD"

"Create a storage account"

"Create a storage container"

"Create an image from the Unitrends VHD"

"Create the Unitrends Backup virtual machine"

"Set up the appliance using the Quick Setup Wizard"
"Register and license the appliance"

"Start protecting your environment"
Download the Unitrends Backup VHD

Download the Unitrends Backup VHD from the Unitrends Downloads page:

Go to https://helpdesk.kaseya.com/hc/en-gh/articles/4407526882193-Unitrends-Downloads.

Scroll down to Unitrends Backup Virtual Appliance Deployments.

Click the .VHD link in the Microsoft Azure row.
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Q868 = kaseya.com 5

Dt

Unitrends Backup Virtual Appliance Deployments

For existing customers looking to redeploy an instance of Unitrends Backup, the following installer downloads are available (right-
click and "Save As.."):

Environment Applies To Format
VMware vSphere VMware 5.x- 8.0 .OVA
Microsoft Hyper-V Windows Server 2012-2022 (Wizard Deployment) EXE
Windows Server 2008 R2-2022 \VHD
Citrix XenServer XenServer 6.5-7.x XVA
Nutanix AHV Nutanix AHV 5.1-6.5 VMDK
Amazon AWS Deployments are available within the Amazon cloud
Microsoft Azure Microsoft Azure VHD —— e 4[]

Ready to register and activate your Unitrends Backup? Follow the knowledge article Registering a Unitrends Backup - Activating
your Product - Licensing (Internet or Air Gap) to apply for your permanent license.

Note: Be sure to activate your Unitrends Backup before the 30-day trial expires to ensure there is no gap in your protection.

Create a storage account

To create a storage account:
Open the Azure dashboard.

Click Storage accounts and select + Create.

R V[T VATl O Search resources, services, and docs (G+/) g 0 & @ & S— ﬁmﬁ(ﬁ%ﬁfﬁ[ﬂ 6

Azure services

o
mmsm  Storage accounts o
Cre, a S e Tenant Resource Subscriptions Marketplace More services
—
resource accounts properties groups
9— - Create /8" View

Resources

Enter the Basics:

In the Project details, select a Subscription type and Resource group (or create a new one).

Chapter 3: Deploying the Unitrends Backup VM U NITREND S
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In the Instance details, enter a name for the storage account and select a Region, Performance type, and
Redundancy.

Click Next: Advanced.

=R V(T EL) FLVTTCM O Search resources, services, and docs (G+/) g uﬁ m’y'(i':g:ﬁ::‘ &

ccounts

Home > Si

Create a storage account

Basics Advanced  Networking  Dataprotection  Encryption  Tags  Review

Project details

torage account. Choose a new or existing resource group to organize and

Select the subscription in which to create the ne
manage your storage account together with other resaurces.

Subscription * Pay-As-You-Go
>0 Select Subscription & Resource group
Az e

Resource group *

Instance details

If you need to create a legacy storage account type, please click here.
unitrendsvhd

Storage account name (@

Region C (US) East US

Enter name and select Region,
Hormance Performance type, & Redundancy
Performance. ) ®) standard: Recommended for most scenarios (general-purpose v2 account) :

(_) Premium: Recommended for scenarios that require low latency
Locally-redundant storage (LRS)

Redundancy @

Make read access to data available in the event of regional unavailability.

On the Advanced page, keep the default settings and click Next: Networking:

U N ITR E N D S Chapter 3: Deploying the Unitrends Backup VM
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£ Search resources, services, and docs (G+/) g 0 & @ & umuum(mj;c-ﬂ" &

Home

Create a storage account

Basics  Advanced  Networking  Dataprotection  Encryption  Tags  Review

Security

Configure security settings that impact your storage account

re secure transfer for REST AP

tions @

op

Allow enabling public access on

containers (@

Enable storage account key access (©

Version 1.2

From any storage account

Data Lake Storage Gen2

Storage Gen2 hierarchical namespace accelerates big data analytics workloads and enables file-leve

control li s). Learn more

Enable hierarchical namespace D

m < Previous Next : Networking > Click here

On the Networking page, keep the default settings and click Next: Data Protection:
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£ Search resources, services, and docs (G+/) g 0 & @ & Dwnﬁ(wﬁgr a

Create a storage account

Basics  Advanced  Networking  Dataprotection  Encryption  Tags  Review
Network connectivity
You can cor to your storage account either publicly, via public IP addresses or service endpoints, or privately, using a

private endpoint.

Network access *

Network routing

affic as it travels from the source to its Azure endpoint. Microsoft network routing is

ers.
Routing preference

®) Microsoft network routing

\_/ Internet routing

==n < e ik ot

On the Data Protection page, keep the default settings and click Review:
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£ Search resources, services, and docs (G+/) g 0 & @ & Dmnm(wzﬁﬂﬂ a

Home

Create a storage account
Basics Advanced Networking Data protection Encryption Tags Review

Recovery

data from accidental or erron

odification.

point-in-time res

Days to retain deleted blobs @

ete for containers

Days to retain deleted file

Tracking

Manage versions and keep track of changes made to your blob data.

T —

Review Click here < Previous Next : Encryption >

On the Review page, click Create to create the storage account:
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=R VTG EL) F VT O Search resources, services, and docs (G+/) — D'#D':;I:SS-CG? &

Home

Create a storage account

Basics  Advanced  Networking  Dataprotecion  Encryption  Tags  Review

Disabled

Disabled
Access tier Hot
Enable SFTP Disabled

Large file shares isabled

Networking

Public endpoint (all networks)

routing tier Microsoft network routing

Endpoint type Standard

Data protection

Poi me restore Disabled
Blob soft Enabled
8lob retainment period in days 7
Container soft delete Enabled
Container retainment period in days 7
File share soft delete Enabled
File share retainment period in days 7
Versioning Disabled

< Previous Next : Encryption >

The storage account is created:

B B0 O R S

Deployment in progress. X
| unitrends 0517565891 | Overview = Deployment to resource group ‘AzureRG' is in progre

O Cancel 4 Download () Refresh

«u Deployment is in progress

£ inputs
e €: unitrends! 1670517565891 Start time: A 0
Outputs You-Go Correlation | se18-701005a8f6c5 [IB) U
Template

Microsoft Defender for Cloud
~ Deployment details Secure your apps and infr:

Go to Microsoft Defender fol
Resource Type Status Operation details
Free Microsoft tutorials
No results. .
Start learning today >
Work with an expert
Give feedback P
= Azure experts are service provider partners
& Tell us about your experience with deployment

who can help manage your assets on Azure

Create a storage container

To create a storage container:

Go to Home > Storage Accounts and select the storage account you created above.
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e e T e

Home

Storage accounts

t+ Create O Refresh ¥ Ex

/' 5 Openquery
Subseription equals all

Resource group equals all X

] Name *

Type TL

] = unitrendsynd Storage account

Click Containers.

Click +.

Enter a container Name.

Click Create.

Microsoft Azure

Location equals all X

Storagevz

Resource group Ty

P Search resources, services, and docs (G+/)

Storage accounts
Defaut Directory (qaunitrends.onmic

- unitrendsvhd | Containers =

t Create ) Restore -

} Container
Name T
Name
= unitrendsvhd —
O slegs
0 we

Data storage

Chapter 3: Deploying the Unitrends Backup VM

IS

~ ) Refresh

Last modified

11/2/2022. 7:23:26 AM

12/6/2022, 1:07:20 PM

Location Ty,
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B 08 0O R gEmmm—_con (@

DEFAULT DIRECTORY (QAUNITRE...

No grouping | | == List view N~

Subscription T4,

East US

Pay-As-You-Go

mgmmieis com (@
DEFAULT DIRECTORY (QAUNITRE... @0/

New container x

—O e

Public a |

Private (no anonym:

Public access |
~ Advanced

e\m
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= i s 3] & [ mnds.com (@
= Microsoft Azure P Search resources, services, and docs (G+/) T 0 & @ & R
itr hd
@ Successhully created storage container X
== unitrendsvhd | Containers = - Successfully created storage container ‘tes
com; S e account
h | Container v O Refresh
I
= Overview Search containers by prefix 0 Show deleted containers
Name ©
Name Last modified public access level Lease state
= unitrendsvhd —
O slogs 11/2/2022, 7:23:26 AM Private
D test Container is added 12/8/2022, 8:40:18 AM Private
[ vhd 12/6/2022, 1:07:20 PM Private

B8 Storage browser

Data storage
= Containers

& File shares

Create
00 Tables

Use these steps to upload the Unitrends VHD to the new container:

Click the new container.

=t i cs (G+ 5] S oul quPumimmsis.com (@
= Microsoft Azure £ Search resources, services, and docs (G+/) I e ool
Home > Storag itrendsvhd
Storage accounts == unitrendsvhd | Containers - =
Default Directory (qaunitrends.onm com Storage account
} Create ) Restore :- O Search + Container v O Refresh
" = Overview Search containers by prefix 0
Filter for any field
Name T @ Activity log
c Tags Name Last modified Public access level Lease state
= unitrendsvhd B —
2 Diagnose and solve problems O slogs 11/2/2022, 7:23:26 AM Private Available
A Access Control (IAM) [ test Click the container 12/8/2022, 8:40:18 AM Private
W Data migration L‘ vhd 12/6/2022, 1:07:20 PM Private

Click Upload.
Browse to and select the VHD you downloaded in "Step 1: Download the Unitrends Backup VHD".

Click Upload. The VHD is uploaded to the container. (The upload can take some time, depending on your
network throughput.) Wait for the upload to complete before continuing with this procedure.

= Microsoft Azure 0 Search resources, services, and docs (G+/) 5 ® 3 o & s T eeniecom (@)

Upload blob X

unitrendsvhd | Containers

T Upload ) Change accesslevel () Refresh

B overview Authentication method: Access key (Switch to Azure AD User Account) (0] overwrite iffiles already exist
Location: test

— ~ Advanced

> Diagnose and solve problems

A2, Access Control (IAM)

Settings 7 Add filter
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= oooner  EENENEE @ PO D R @

ome e ontaner Upload blob X
= test
' Container .
Files ©
T upload A cha (D Refresh ect a fi E
B3 overview Authentication method: A Us i Qvenwrite if files already exist

Location: test
2 Diagnose and solve problems e 3
Vv Advanced

. blobs by prefix (case-sensitive)
A2 Access Control (IAM)
Settings * Add filter
@ Shared access tokens
Name Modified Access tier Archive status Blob type

Access policy Current uploads
No results

0 Metedata Upload progress Azure-UB

Dismiss:

ihd 16 Mig / 100 Gig

Create an image from the Unitrends VHD

To create an image from the Unitrends VHD:

Search for image and select Images.

Home > Storage accounts > unitrend

Al Services (9) Marketplace (20) Documentation (9) Resources (0) Resource Groups (0)

Azure Active Directory (0)

« Services

. ® ) Show deleted blobs
Ra Access Control (IAM) E——
Settings B vm image definitions
@ Shared access tokens Marketplace
Size Lease state
Documentation 100 GiB Available

O Metadata

Enter a name for the image.

Select a region, Linux for OS type, VM Gen 1, Standard HDD, read/write host caching, and Platform-managed
key.

For storage blob, browse to and select the Unitrends VHD.

Click Review and Create.
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= Microsoft Azure P Search resources, senvices, and docs (G+/) 5 ® 53 ©® & s mnmv:g:&iﬁ{“ e
Home > Images
Create an image X

Zone resiliency

Selectimage settings and
0S disk the Unitrends VHD
OStype* ©® O windows

® Linux
VM generation * ) ®) Gen1
O Gen2

Storage blob * ()

6.9-2vhd

Account type * © E ~]

Host caching *

v

Encryption

You can encrypt the OS5 and data disks with a platform-managed or customer-managed key. Leamn more
Key management

Platform-managed key

Data disk

+ Add data disk

The image is created. Click Go to Resource.

= Microsoft Azure O Search resources, sevices, and docs (G+/) 5 ® 3 @ & mRminds.com

)
DEFAULT DIRECTORY (QAUNITRE... &9
Home

e @ Deployment succeed
. Microsoft.Image-20221208084226 | Overview  » Micros

Deplc
ployment

ed X

i Delete (T Redeploy ¥ Download () Refresh + Pin to dashboard

Overview .
@ Your deployment is complete
2 inputs
gl [C] Start time: 12/8/2022 2 AN

Correlation 1D:

-4306-9500-07¢5727¢f65 1] <’l

Cost Management

B Template

Vv Deployment details Get notified to sta

ithin your budget and

prevent unexpect
A~ Next steps

ges on your bill
Set up cost alerts >
Go to resource Click here

(g ]

Create the Unitrends Backup virtual machine

To create the Unitrends Backup virtual machine:

Click Create VM.
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= Microsoft Azure O Search resources, services, and docs (G+/) g @8 0 & . ':ends.com e

Home > Microsoft.Image-20;

Ce] azure-10.6.9-2 = # -

X
r
TSI ) cons toa vt image [ el £ Retresh
& Overview Essentials Click here ON
Wl Activity log Operating system Linux
2o Access control (IAM) Source virtual machine : -
@ Taos VM generation v
4-4054-b419-381a534a6787 Disabled

Settings

Provisioning state

Tags (edit) : Click here to add tags
= i e 3] & m@uwiwends.com (@

s (G 5] 3 .

=  Microsoft Azure £ Search resources, services, and docs (G+/) & ® 8 0 & R A
Home > MicrosoftImage-20221208084226 | Overview > azure-10.6.9-2

Create a virtual machine

Basis Disks Networking ~Management Monitoring ~ Advanced  Tags  Review + create

mized
w each tab

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * (G Pay-As-You-Go ~

Resource group * ®

v
Instance details
Region @
Availability options ( No infrastructure redundancy required v
Security type ®

zure-106.9-2 - Genl v

Select the VM size (minimum 2 vCPU and 8GB RAM).

VM architecture @

(®) x64

@ Ams4 is not supported with the selected image.

Run with Azure Spot discount ( [—‘ IVMsize, -
i Sk 2VCPU & 8GB RAM
Size* © Standard_D2s_v3 - 2 vcpus, 8 GiB memory ($70.08/month) v

Select Password as the authentication type. (SSH keys are not used.)

Enter a user name for the OS user account. (This account will not have superuser privileges.)
Enter and confirm a password for the OS user account.

Select Allow selected ports and these inbound ports: 80, 443, and 22.

Select Other for licensing type.
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Click Next: Disks.

Administrator account

Authentication type

Username * ®

d* @

Enter username, password,
& confirm password

Confirm password *

Inbound port rules

machine network ports are accessible from the public internet. You can specify more limited or granula
he Networking tab.

Sele:

Public inbound ports * ( O None

Select inbound ports * HTTP (80), HTTPS (443), SSH (22)
\e Select ports

{\ This will allow all IP addresses to access your virtual machine.
test the Netv

®) Allow selected ports

it inboun:

Licensing
License type * Other. v
If you are using a RedHat or ge, you may be eligible foMife Azure Hybrid Benefit and can save money on the license

more of about and how to enable i Lifor custom images from sn

Click Create and attach a new disk.
Add a disk to use for backup storage (minimum 200GB). Click OK.

Click Next: Networking.
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= Microsoft Azure R search resources, services, and docs (G+/)

G ® 3 o & rds.com @

oy
DEFAULT DIRECTORY (QAUNITRE.. 49

Home > Microsoft.Image-20221

Create a virtual machine

Basics  Disks  Networking ~ Management  Monitoring ~ Advanced  Tags  Review + create

Azur

The

hort-term storage. You can at
mber of data disks allowet

VM disk encryption

ryption automatical

rypts your data stored on Azure managed disks (OS and data disks) at rest by
gt to the cloud,

Encryption at host

Name *

@ Enayption at host is not registered for the selected subscription. Leam more about enabling this feature

Size
05 disk
o] | Premium SSD (locally-redundant storage) .l
— Key management
Delete with VM [
Key management @ Platform-managed key v

Enable Ultra Disk compatibility ©

ted in Availability Zone(s) 1,2,3 for the selected VM siz

5

Data disks for testunitrends

You

and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a

temp
LUN Numf Size (GiB)  Disk type Host caching  Delete with VM

ewdisk  Attach an existing disk

In the NIC network security group, select Basic.
For Public inbound ports, select Allow selected ports.

Select these inbound ports: 80, 443, and 22.

Create a new disk

Create a new disk to st
type, and number of tra

ons and data on your VM. Disk pricing varies based on factors including disk size, storage

testunitrends_DataDisk_0

None (empty disk) ~

20018 [2] Ada sk, minimum 20068

Platform-managed key ~

If you are using custom rules, add the rules for outbound ports after you create the virtual machine.

Click Next: Management.
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p Bt et o e G = j? & o R Dmuuﬁ:na-c.m::wxam 6

age-20221208084226 | Overviev azure-10.6.9-2

Create a virtual machine X

Basics Disks Networking ~Management  Monitoring ~ Advanced  Tags  Review + create

Define network connectivit

security group rules, or

inbo

Learn

i and outbound connectivity wit

Network interface

When creating a virtual machine, a network interface will be created for you

virtual network * ¢ v
Subne v
Public IP v
NIC network security group

Public inbound ports *

Select inbound ports * HTTP (80), HTTPS (443), SSH (22) ~

[\ This will allow all IP addresses to access your virtual machine. This is only
commended for testi ance ols in the Networking tab to
create rules to limit inbe

public P and NIC when VM is U

Enable acc

ated networking @
The selected image does not support accelerated networking

Load balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more &

Place this virtual machine behind an =]

existing load balancing solution? -

[ rrprr——— 3 |

On the Management page, keep the default settings and click Next: Monitoring.
On the Monitoring page:
For Boot diagnostics, select Enable with managed storage account (recommended).
For Enable OS guest diagnostics, leave the box unchecked (do NOT enable guest OS diagnostics).

Click Review + Create.
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= Microsoft Azure L Search resources, services, and docs (G+/)

Home > Virtual machines

Create a virtual machine

Basics Disks Networking Management Monitoring  Advanced Tags Review + create

Configure manitoring options for your Vi,

Alerts
Enzble recommended alert rules () D
Diagnostics
Boot diagnostics (D @) Enable with managed storage account {recommended)
o/ O Enable with custom storage account
O Disable
Enable OS guest diagnostics (D D

2] o]

Review + create | < Previous H Next : Advanced = &

Click Create. The VM is deployed.

@umitends.com (@

= Microsoft Azure P Search resources, services, and docs (G+/) E @8 o & e, D AR

Home > Mic age-20 4226 | Overview > azure-10.6.9-

Create a virtual machine X
@ \alidation passed
Basis Disks Networking  Management Monitoring  Advanced  Tags  Review + create

A\ You have set SSH port(s) open to the internet. This is only recommended for testi

asics tab

azul Standard D.
Image 2 vepus, 8 GiB memory

Basics

Regior East US
Availability options No infrastructure redundancy required
Security type Standard

106.9-2 - Gen1

D2sv3 (2 vcpus, 8 GiB memory)

Public inbound ports SSH, HTTP, HTTPS

No

After the VM is deployed:

If you are using custom firewall rules, ensure that the outbound rules (in VM Settings > Networking) for ports
and addresses meet the "Network and web access requirements” on page 7.
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® |f you opt to use inbound firewall rules for 443 and SSH, secure them to trusted static IPs only.

® Restart the virtual machine.

Step 6: Set up the appliance using the Quick Setup
Wizard

After Azure indicates the VM is running, you can access the appliance Ul from any machine on the same network by
opening a Chrome or Firefox browser and entering the appliance’s IP address followed by /ui/. The Quick Setup Wizard
launches when you access the Ul for the first time.

To set up the appliance
Use this procedure to set up the appliance:

1 Open a browser and connect to your appliance by entering: https.//<appliancelP>/ui. For example:
https://10.10.10.1/ui.

2 Click Accept to accept the license agreement.

O G hitps;//192.16 77 fuij# Enter appliance IP/ui

Unitrends End User License Agreement

PRODUCTS AND SERVICES LICENSE AGREEMENT

UNITRENDS, ING. (UNITRENDS) IS WILLING TO LIGENSE THE LICENSED HARDWARE

AND SOFTWARE (COLLEGTIVELY 'PRODUGTS') AND SERVICES TO YOU ('CUSTOMER')

A5 THE INDIVIDUAL, THE COMPANY, THE ORDERING ACTIVITY (IF AN ENTITY.

AUTHORIZED TG ORDER UNDER A LS. FEDERAL G54 SCHEDULE CONTRACT), OR THE

LEGAL ENTITY THAT WILL BE LICENSING AND UTILIZING THE LICENSED SOFTWARE

{REFERENCED BELOW AS"YOU' OR 'YOUR' OR "LICENSEE' OR 'CORFORATION') ONLY

‘ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS OF THIS PRODUCTS AND.

'SERVICES LICENSE AGREEMENT ('AGREEMENT') AND THE LICENSE AGREEMENTS

PUT FORTH ONLINE (ONLINE LIGENSE AGREEMENTS') AT vy unitrends com/legal-

nctices (COLLEGTIVELY READ THE TERMS THE

‘ONLINE LICENSE AGREEMENTS CAREFULLY BEFORE USING THE LICENSED PRODUCTS . .

AND SERVICES. THIS IS A LEGAL AND ENFORCEABLE CONTRACT BETWEEN Y0U AND Once logged in, you will need to
UNITRENDS. BY OPENING THE LICENSED SOFTWARE PACKAGE, BREAKING THE accept the license agreement
LICENSED SOFTWARE SEAL ACCESSING THE PRODUCTS OR SERVICES, CLICKING THE

'| AGREE" OR 'YES' BUTTON, OR QTHERWISE INDICATING ASSENT ELECTRONICALLY,
‘ORLOADING THE LICENSED SOFTWARE QR OTHERWISE USING THE LICENSED

‘ONLINE LICENSE AGREEMENTS, EXCEPT IN THE CASE OF LIGENSEES THAT ARE THE

US. FEDERAL GOVERNMENT OR ENTITIES THEREOF. BY ACCEPTING THESE TERMS

AND CONDITIONS. YOU ACKNOWLEDGE THAT YOU ARE AUTHORIZED TO ENTERTHIS

AGREEMENT ON BEALF OF THE CORPORATION. IF YOU DO NOT AGREE TO THESE

TERMS AND CONDITIONS OR ARE NOT AUTHORIZED TO ENTER INTO THIS

AGREEMENT,CLICK THE 'l DQ NOT AGREE" OR 'NQ" BUTTON OR QTHERWISE INDICATE

REFUSAL AND MAKE NO FURTHER USE OF THE LICENSED PRODUCTS OR SERVICES,
PROMPTLY RETURN ANY HARDWARE. MEDIA CONTAINING THE SOFTWARE AND
REMOVE ANY ELECTRONIC COPIES OF THE SOFTWARE.

ify & limited rightto-use hardware,
‘software and services license agreement and will apply 1o the hardw e and
i aceessed by UNI the UNITRENDS

0 e

3 Setthe appliance date and time by doing one of the following, then click Next:
® Select a Timezone. If needed, modify the appliance Date and Time.

OR

® Check the Use an NTP Server box to sync to an NTP server. (Optional) Enter your preferred NTP server
address.
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UNITRENDS

Date & Time Host Name & Password

(® Enter a date and time for your appliance
E Date | 9/4/2019 m
Time 16:05:03
Time Zone = America/New_York -

() Use an NTP Server

NTFP Server Addresses @

0.centos.pool.ntp.org ™

1.centos.pool.ntp.org
W

Click to continue Next

Enter a Host Name, a Domain, and a new Ul Password for the appliance. Confirm the Ul password by entering it
again in the field to the right. Click Next.

The hostname can contain only alphanumeric characters, dashes, and underscores.

The appliance has a Ul root user and an OS root user. These are separate accounts. Changing the
password of one root user account does NOT change the password of the other root user account. The Ul
root user is used to log in to the appliance Ul. The OS root user is used to log in to the appliance console or
for command line access.

Because you have already set the OS password, this field is disabled in the Quick Setup Wizard.
Passwords cannot contain the word Unitrend (case insensitive).

All appliances are deployed with these default Ul credentials: user root, password unitrends1. For
appliance security, you must change this password in the Quick Setup Wizard. For increased security,
ensure that the Ul password you enter is different than the OS user password.

After you finish the deployment procedures in this guide, you can set up additional Ul users for the
appliance at any time. For details, see Users and roles in the Administrator Guide for Recovery Series,
Recovery MAX, ION/ION+, and Unitrends Backup, Appliance settings topic.
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UNITRENDS

Date & Time Host Name & Password

Host
st (7]
Enter hostname, Name
domain (optiona
anda;}pfanoel) Domain |} | e s inten @
Ul password ul
Password ot o '""“"_9 Confirm Ul password
0s v Eern Pacawnrd
Password Root Password @ Confirm Password

(Optional) To enable email from the appliance, check Enable email reporting and enter the following:
The fully qualified domain name of the SMTP server.

(If needed) If the SMTP server requires authentication, select Authentication required and enter a
Username and Password.

Click + Add Recipients to add a an email recipient. Enter an email address in the Recipient field and select
one or more of the System, Jobs, and Failures options to specify which reports the appliance will send to the
recipient. Repeat as needed to add more recipients.

Click Finish.
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UNITRENDS

Date & Time
o—- Enable email reporting
SMTP § unitr o Enter the FQDN of
o : the SMTP server

[ Authentication Required

Host Name & Password Email

Username If the SMTP server
uses authentication,
Password check the box and
enter credentials

Confirm Password

Recipients. System Jobs Failures
jalvarez@unitrends.com x For each recipient, enter
an emaill address and
djones@unitrends.com O x select leS to send
e— 4 Add Recipients

Click to add an
email recipient

Previous

You are logged in to the Unitrends appliance and the Welcome to Unitrends dialog displays. Click Start exploring
to view the interactive product tour. Leave the appliance Ul open as you will use it later in this procedure.

UNITRENDS T8 420 O O

88 Dashboard

2 < Backup Summary (3 Bl & ® Got Questions? Ask the Community o]
5 Protect
% Recover 0 16 0
® Jobs Errors Not Protected Protected C nnect I T
& [EED AVG BACKUP SPEED TOTAL SIZE AVG SPEED @C OMMUNITY
oers o8 oBis

@ Configure

@login & Register Q Suggest ldeas

08/0708/08 08/09 08/1008/11 08/12 ]

Backups.
Hi there!
Storage (4 there o) Backup Copy - Hot Targets (2 2o o2
Welcome to Unitrends
Type Name Appliance O 0 0 O
=] T walkmey|  FOF our new admins and those looking to familiarize themselves with Unitrends Errors Protected & =
administration, we have curated a new experience.
TRANSFER RATE
0B/e
‘Start exploring Click here to begin the tour
08/07  08/08  ©B/D9 0810 08/11 08/12 0813
Wiogeal M Physical
Active Jobs o]
Job Name Appliance Asset Progress Status Duration

There are no active jobs
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(Optional) Attach one or more disks to your Unitrends Backup VM. The number of disks you can attach is limited by
the size of the Azure VM you purchased.

For further information on attaching disks in Azure, see Microsoft KB article How to attach a data disk to
a Linux VM in the Azure portal.

Expand backup storage in the Unitrends Backup Ul:

Once a disk has been added, it cannot be removed.

On the Configure > Appliances page, select your appliance.

Click the Storage tab.

Select the Internal storage and click Edit.

In the Manage Attached Disks area:
To add an attached disk, select the desired disk from the list of available attached disks and click Add.
To remove an attached disk, select it from the list of available attached disks and click Remove.
Clicking Reset reverts all disk settings to the original settings.

To refresh the list of available disks, click Refresh.

Edit Storage Q
Name | Intemal

STORAGE DETAILS MANAGE ATTACHED DISKS

Attached Disk(s) NAME POOL PARTITIONED FILESYSTEM SIZE

Using attached disk (275.0 GB) dev/sab true true 275.0GB

STORAGE ALLOCATION

A Add 9 |44 Reset % Refresh
NAME POOL PARTITIONED FILESYSTEM SIZE
fdev/sdc false false 50.0 GB

W Backups 98 %*| (269GB)
-

Instant Recovery 2 % * | (6GB)
-
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Edit Storage

(2}
Name | Internal

STORAGE DETAILS MANAGE ATTACHED DISKS
Attached Disk(s) NAME POOL PARTITIONED FILESYSTEM SIZE
Using 2 attached disks (325.0 GB) fdev/sdo frue true 275.0GB

Jdev/sdc false false 50.0 GB
STORAGE ALLOCATION Disk is added

 Remove |44 Reset v Refresh
NAME POOL PARTITIONED FILESYSTEM SIZE

Adjust the storage allocation for Backups and IR as desired.

Click Save.

On the Configure > Appliances page, the status initially displays as Pending. When the disk is finished
attaching, the status converts to Active and the storage can be used.

If desired, repeat this procedure to add another disk.

Be sure to register your appliance within 30 days, as described below.

Register and license the appliance

Your appliance is now configured and you can begin using it to protect your environment. For details, see the
Administrator Guide for Recovery Series, Recovery MAX, ION/ION+, and Unitrends Backup.

You must register and license the appliance within 30 days of deploying Unitrends Backup.

Each appliance requires an activation code and license key. Use the procedures below to register and license the
appliance:

To register a Unitrends Backup appliance

On the Configure > Appliances page, select the appliance and click Edit.

UNITRENDS 8 L-\H ol X
83 Dashboard Appliances 9 Protected Assets

& Protect <
90 view Table Add Appliance ¥ Edit o Remove
B Recover o o D
S
B Jobs APPLIANCE STATUS ADDRESS VERSION STORAGE REGISTERED ASSETS
¥ Reports m pm-ueb-86 @Ava\lable(mggedin] 192 - . —

I % Configure o \9
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Select the License tab and click Update. The Registration Center displays.

Edit Appliance (]
General Email Users Date Time License Gal:ku;: Copy Advanced

LICENSE DETAILS

AssetTag D3 hkieninicdl e Sieih ieniiend =15 7

License
Install Date

Expires

Feature Description
Feature String

License Key

Update Add License Info

Select one of the following:

Selection Description

Start my free trial Submit this form to start your free 30-day trial.
Activate my Enter your email address and activation code. You license key will be emailed to the
purchase address you enter here.

Activate with promo | Enter your promotional code to register your product and receive your license key.
code

Request a quote Request a license quote.
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Unitrends Registration Center

YOUR CURRENT ASSET TAG: 27658 i sl Bem iy a005928e

YOUR CURRENT LICENSE: NO LICENSE

How can we help you today?

Select one of these

© 2022 Unitrends

Complete and submit the applicable form.

Once you have purchased a license, Unitrends sends an email containing license details. Use the next procedure to
apply this license information to the appliance.

To license a Unitrends Backup appliance
Use these steps to enter license information you have received from Unitrends.

On the Configure > Appliances page, select the appliance and click Edit.

UNITRENDS B O O [

88 Dashboard
ae Dashboar Applian(ese Protected Assets

& Protect <
88 ViewTable Add Appliance 7 Edit o Remove
R Recover e © @
il
B Jobs APPLIANCE STATUS ADDRESS VERSION STORAGE REGISTERED ASSETS
i Reports M pmueb-s6 @ Available (logged in) 197

I 0 Configure o \e

Select the License tab and click Add License Info.

Chapter 3: Deploying the Unitrends Backup VM U NITREND S

A Kaseya company




Deployment Guide for Unitrends 35
Backup in Microsoft Azure

Release 10.9 | July 2025

Edit Appliance Q

General Email Users Date Time License Gankup Copy Advanced

LICENSE DETAILS

Asset Tag D30E0W_SNE O NN e Ry

License
Install Date

Expires

Feature Description
Feature String

License Key

(2 e

Enter the License Key, Expiration Date, and Feature String.
Click Save. The license is applied.

Edit Appliance Q

General Email Users Date Time License Backup Copy Advanced

LICENSE DETAILS

AssetTag L s—oTarcouane D]

License
Install Date

Expires

Feature Description

Feature String

License Key
License Key f2a3PRL ST GO LSS EE S o tiB0a

Enter license key,
Expiration Date 01/31/20% Clear Dat = :
P 3 " cerome expiration date, and
feature string

Feature String ENTRB,MUX=10,VC=INF.RC=INF,D2D=INF.ENC,ADX

0 I 3
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Edit Appliance o

General Email Users Date Time License Backup Copy Advanced
LICENSE DETAILS

Asset Tag 0382wl T idwinbiki=newbint 2157

License Enterprise Edition

Install Date Thu Mov 316:27:42 2016

Expires 01/31/2019

Feature Description  Unlimited Replication or Backups, Encryption, Archiving
Feature String ENTRB,MUX=10,VC=INF,RC=INF,D2D=INF,ENC ADX

License Key T2 2 hiliinh kil o i inidi il 75 02

Start protecting your environment

Deployment is complete and you can get started protecting your environment:

Start by installing the Unitrends agent on the virtual machines you will protect with Unitrends backups (see
Unitrends agents in the Administrator Guide for Recovery Series, Recovery MAX, ION/ION+, and Unitrends
Backup).

The virtual machines you protect with Unitrends backups must be configured with private IPs only.
Public IPs are not supported.

Next, create backup schedules (see Creating backup jobs in the Administrator Guide for Recovery Series,
Recovery MAX, ION/ION+, and Unitrends Backup).
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