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Chapter 1: Introduction
Unitrends Backup in Azure leverages Unitrends Backup technology as a deployable virtual machine in the Microsoft
Azure Marketplace. Our Azure-based Unitrends Backup VM can be used as either a backup appliance or a backup copy
target.

As your data set grows, you can scale up by adding compute resources (CPU, RAM), or scale out by deploying additional
Unitrends Backup appliances. Azure allows up to 64TB of storage on a single VM.

This deployment guide provides requirements, considerations, and instructions for deploying a Unitrends Backup
appliance in Azure.

For requirements and considerations for particular features and instructions on using them, see the Administrator
Guide for Recovery Series, Recovery MAX, ION/ION+, and Unitrends Backup.

See the following topics for details on deploying the Unitrends Backup appliance:

• "Requirements and Considerations" on page 7

• "Deploying the Unitrends Backup VM" on page 11

Key Terms

Term Definition

Appliance The Unitrends Backup system that backs up and recovers data.

Data Disk The standard unit of storage in Microsoft Azure.

Deployment The process of creating a Unitrends Backup VM and configuring the appliance it
contains.

Quick Setup Wizard The Quick Setup Wizard automatically launches the first time you access the
appliance UI from a web browser. Work your way through this wizard to configure
additional appliance settings, such as date and time, hostname, and email.

Unitrends Backup VM A virtual machine that contains a Unitrends Backup Appliance.
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Chapter 2: Requirements and Considerations
Before deploying your Unitrends Backup appliance, review the following requirements:

• "Network and web access requirements"

• "Minimum resource requirements" on page 9

• "Backup storage" on page 9

• "Additional considerations" on page 9

• "Limitations" on page 9

• "Licensing" on page 10

Network and web access requirements
There are several addresses you should permit for all deployments. All of these ports are outgoing connections from
the Unitrends appliance. We do not require incoming NAT of ports or exposing the unit to a public IP, only outgoing
communication from a local source Unitrends appliance is needed.

IMPORTANT! Never expose the appliance Web UI or SSH connections to open external ports. Doing so may void
your support agreement until the appliance can be secured properly. Never deploy the Unitrends
appliance on a public IP. All incoming ports to a Unitrends appliance must be firewall protected.
Privately operated hot backup copy targets should be deployed in such a way as to secure the VPN
connection to only trusted source external IPs.

Additional ports must be open for connectivity to the Internet and for connectivity to any hot backup copy target. See
the following for details:

Note: Unitrends does not officially support backup through firewalls. For details, see this KB article: Backup fails
through Router, DMZ, or Firewall.

• "Connectivity between the appliance and the Internet"

• "Connectivity between the appliance and a hot backup copy target"

Connectivity between the appliance and the Internet

Task
Port, Protocol,
and Rule

Destination Notes

Backup and
backup copy
operations

443/HTTPS
Outbound from
the Unitrends
appliance

kaseyagroup-appliance-
registry.jfrog.io

A secure docker container
registry required to update
backup and backup copy
components.

Product 443/HTTPS repo.unitrends.com repo.unitrends.com is used
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Task
Port, Protocol,
and Rule

Destination Notes

Updates Outbound from
the Unitrends
appliance

22/SFTP
Outbound from
the Unitrends
appliance

sftp.unitrends.com

by the Unitrends appliance
to perform software
updates.

sftp.unitrends.com is used
to collect files related to
active support tickets.

Remote
Support

443/HTTPS
Outbound from
the Unitrends
appliance

support-itivity.unitrends.com Used for opening a remote
tunnel to the Unitrends
support team.

Proactive
Monitoring

161/UDP
Outbound from
the Unitrends
appliance
161/TCP
Outbound from
the Unitrends
appliance
162/UDP
Outbound from
the Unitrends
appliance
162/TCP
Outbound from
the Unitrends
appliance

notifications.unitrends.com Used for SNMP trap
collection for all proactive
monitoring.

Connectivity between the appliance and a hot backup copy target

Task Port, Protocol, and Rule Destination Notes

Backup copy
to the
Unitrends
Cloud or your
Unitrends
target
appliance.

The OpenVPN port provided by Unitrends
Or
The port number you have configured for the
secure tunnel connection to the backup copy
target appliance must be open Outbound for
the TCP and UDP protocols. Port 443 must
also be open Outbond for the UCP protocol.

For Unitrends
Cloud, the
public-facing
IP address
provided by
Unitrends.

Target
appliance
hostname and

Used for
copying data
to the
Unitrends
Cloud or your
Unitrends
target
appliance.
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Task Port, Protocol, and Rule Destination Notes

IP

Minimum resource requirements
To meet the minimum criteria for successful deployment, the Unitrends Backup VM requires the following:

Note: These are the minimum resources required to deploy and begin using the Unitrends Backup appliance. As
you add jobs and storage, be sure to monitor the system and add resources as needed over the lifetime of
the appliance.

• A minimum of two virtual processors (vCPUs).

• A minimum of 8GB of RAM.

• 38.47GB of space for the VM's initial disk.

• At least 200GB of additional backup storage.

Azure VMs that meet the above requirements include: D2as_v4, D2ds_v4, D2s_v3, and D2s_v4.

Backup storage
After you create the Unitrends Backup VM, you will attach disks to use for backup storage. An Azure disk has a
maximum capacity of 4095GB, but you can attach multiple disks for additional storage. The total number of disks is
limited by the Azure VM size. You then expand storage in the Unitrends Backup UI to create a single logical volume.

Additional considerations
• A Unitrends Backup appliance can be used as either a backup appliance or a backup copy target. For details, see

the Administrator Guide for Recovery Series, Recovery MAX, ION/ION+, and Unitrends Backup.

• After deploying your Unitrends Backup appliance, you should perform all operations, including updates, from the
UI, unless you are following a specific procedure described in Unitrends documentation. Running unsupported
commands from the terminal can have undesirable results.

• By default, the password for the web UI root user of the Unitrends appliance is unitrends1. You will change this
password during appliance setup, as described in "Set up the appliance using the Quick Setup Wizard" on page
27. (Changing this password has no impact on the OS root user password.)

• By default, appliance deduplication level is set to 1. For further information, see Managing Appliances in the
Unitrends Backup and Recovery Series Administrator's Guide.

Limitations
The following Unitrends Backup features are not currently supported within the Azure environment:
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• Backups that are not agent-based application or file-level. (Host-level and image-level backups are not
supported.) For details on installing the Unitrends agent, see Unitrends agents in the Administrator Guide for
Recovery Series, Recovery MAX, ION/ION+, and Unitrends Backup.

• The Windows agent push installation feature is not supported. Instead, install the Windows agent manually. For
details, see Installing the Windows agent in the Administrator Guide for Recovery Series, Recovery MAX,
ION/ION+, and Unitrends Backup.

• The virtual machines you protect with Unitrends backups must be configured with private IPs only. Public IPs are
not supported. (For the Unitrends Backup appliance VM, a public IP is used.)

• Bare metal recovery.

• Instant Recovery.

• Using a physical seed device to move data into or out of the Azure environment.

• Exporting a Unitrends Backup appliance to a host outside of the Azure environment.

Licensing
You must register and license the appliance after deploying your Unitrends Backup appliance. You can use the
software for free with a 30-day trial license, but after this period, you must purchase a license.
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Chapter 3: Deploying the Unitrends Backup
VM

Once you have verified that all "Requirements and Considerations" on page 7 have been met, complete the following
steps to deploy the Unitrends Backup appliance:

Step 1: "Download the Unitrends Backup VHD"

Step 2: "Create a storage account"

Step 3: "Create a storage container"

Step 4: "Create an image from the Unitrends VHD"

Step 5: "Create the Unitrends Backup virtual machine"

Step 6: "Set up the appliance using the Quick Setup Wizard"

Step 7: "Register and license the appliance"

Step 8: "Start protecting your environment"

Step 1: Download the Unitrends Backup VHD

Download the Unitrends Backup VHD from the Unitrends Downloads page:

1 Go to https://helpdesk.kaseya.com/hc/en-gb/articles/4407526882193-Unitrends-Downloads.

2 Scroll down to Unitrends Backup Virtual Appliance Deployments.

3 Click the .VHD link in the Microsoft Azure row.
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Step 2: Create a storage account

To create a storage account:

1 Open the Azure dashboard.

2 Click Storage accounts and select + Create.

3 Enter the Basics:

• In the Project details, select a Subscription type and Resource group (or create a new one).
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• In the Instance details, enter a name for the storage account and select a Region, Performance type, and
Redundancy.

• Click Next: Advanced.

4 On the Advanced page, keep the default settings and click Next: Networking:
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5 On the Networking page, keep the default settings and click Next: Data Protection:
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6 On the Data Protection page, keep the default settings and click Review:
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7 On the Review page, click Create to create the storage account:
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The storage account is created:

Step 3: Create a storage container

To create a storage container:

1 Go to Home > Storage Accounts and select the storage account you created above.
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2 Click Containers.

3 Click +.

4 Enter a container Name.

5 Click Create.
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6 Use these steps to upload the Unitrends VHD to the new container:

• Click the new container.

• Click Upload.

• Browse to and select the VHD you downloaded in "Step 1: Download the Unitrends Backup VHD".

• Click Upload. The VHD is uploaded to the container. (The upload can take some time, depending on your
network throughput.) Wait for the upload to complete before continuing with this procedure.
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Step 4: Create an image from the Unitrends VHD

To create an image from the Unitrends VHD:

1 Search for image and select Images.

2 Enter a name for the image.

3 Select a region, Linux for OS type, VM Gen 1, Standard HDD, read/write host caching, and Platform-managed
key.

4 For storage blob, browse to and select the Unitrends VHD.

5 Click Review and Create.
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6 The image is created. Click Go to Resource.

Step 5: Create the Unitrends Backup virtual machine

To create the Unitrends Backup virtual machine:

1 Click Create VM.
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2 Enter a name for the VM.

3 Select the VM size (minimum 2 vCPU and 8GB RAM).

4 Select Password as the authentication type. (SSH keys are not used.)

5 Enter a user name for the OS user account. (This account will not have superuser privileges.)

6 Enter and confirm a password for the OS user account.

7 Select Allow selected ports and these inbound ports: 80, 443, and 22.

8 Select Other for licensing type.
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9 Click Next: Disks.

10 Click Create and attach a new disk.

11 Add a disk to use for backup storage (minimum 200GB). Click OK.

12 Click Next: Networking.
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13 In the NIC network security group, select Basic.

14 For Public inbound ports, select Allow selected ports.

15 Select these inbound ports: 80, 443, and 22.

Note: If you are using custom rules, add the rules for outbound ports after you create the virtual machine.

16 Click Next: Management.
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17 On the Management page, keep the default settings and click Next: Monitoring.

18 On the Monitoring page:

• For Boot diagnostics, select Enable with managed storage account (recommended).

• For Enable OS guest diagnostics, leave the box unchecked (do NOT enable guest OS diagnostics).

19 Click Review + Create.

25

Chapter 3: Deploying the Unitrends Backup VM

Deployment Guide for Unitrends
Backup in Microsoft Azure

Release 10.9 | July 2025



20 Click Create. The VM is deployed.

21 After the VM is deployed:

• If you are using custom firewall rules, ensure that the outbound rules (in VM Settings > Networking) for ports
and addresses meet the "Network and web access requirements" on page 7.
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• If you opt to use inbound firewall rules for 443 and SSH, secure them to trusted static IPs only.

• Restart the virtual machine.

Step 6: Set up the appliance using the Quick Setup
Wizard

After Azure indicates the VM is running, you can access the appliance UI from any machine on the same network by
opening a Chrome or Firefox browser and entering the appliance’s IP address followed by /ui/. The Quick Setup Wizard
launches when you access the UI for the first time.

To set up the appliance

Use this procedure to set up the appliance:

1 Open a browser and connect to your appliance by entering: https://<applianceIP>/ui. For example:
https://10.10.10.1/ui.

2 Click Accept to accept the license agreement.

3 Set the appliance date and time by doing one of the following, then click Next:

• Select a Timezone. If needed, modify the appliance Date and Time.

OR

• Check the Use an NTP Server box to sync to an NTP server. (Optional) Enter your preferred NTP server
address.
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4 Enter a Host Name, a Domain, and a new UI Password for the appliance. Confirm the UI password by entering it
again in the field to the right. Click Next.

Notes:

• The hostname can contain only alphanumeric characters, dashes, and underscores.

• The appliance has a UI root user and an OS root user. These are separate accounts. Changing the
password of one root user account does NOT change the password of the other root user account. The UI
root user is used to log in to the appliance UI. The OS root user is used to log in to the appliance console or
for command line access.

• Because you have already set the OS password, this field is disabled in the Quick Setup Wizard.

• Passwords cannot contain the word Unitrend (case insensitive).

• All appliances are deployed with these default UI credentials: user root, password unitrends1. For
appliance security, you must change this password in the Quick Setup Wizard. For increased security,
ensure that the UI password you enter is different than the OS user password.

• After you finish the deployment procedures in this guide, you can set up additional UI users for the
appliance at any time. For details, see Users and roles in the Administrator Guide for Recovery Series,
Recovery MAX, ION/ION+, and Unitrends Backup, Appliance settings topic.
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5 (Optional) To enable email from the appliance, check Enable email reporting and enter the following:

• The fully qualified domain name of the SMTP server.

• (If needed) If the SMTP server requires authentication, select Authentication required and enter a
Username and Password.

• Click + Add Recipients to add a an email recipient. Enter an email address in the Recipient field and select
one or more of the System, Jobs, and Failures options to specify which reports the appliance will send to the
recipient. Repeat as needed to add more recipients.

6 Click Finish.

29

Chapter 3: Deploying the Unitrends Backup VM

Deployment Guide for Unitrends
Backup in Microsoft Azure

Release 10.9 | July 2025



You are logged in to the Unitrends appliance and the Welcome to Unitrends dialog displays. Click Start exploring
to view the interactive product tour. Leave the appliance UI open as you will use it later in this procedure.
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7 (Optional) Attach one or more disks to your Unitrends Backup VM. The number of disks you can attach is limited by
the size of the Azure VM you purchased.

Note: For further information on attaching disks in Azure, see Microsoft KB article How to attach a data disk to
a Linux VM in the Azure portal.

8 Expand backup storage in the Unitrends Backup UI:

Note: Once a disk has been added, it cannot be removed.

• On the Configure > Appliances page, select your appliance.

• Click the Storage tab.

• Select the Internal storage and click Edit.

• In the Manage Attached Disks area:

– To add an attached disk, select the desired disk from the list of available attached disks and click Add.

– To remove an attached disk, select it from the list of available attached disks and click Remove.

– Clicking Reset reverts all disk settings to the original settings.

– To refresh the list of available disks, click Refresh.
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• Adjust the storage allocation for Backups and IR as desired.

• Click Save.
On the Configure > Appliances page, the status initially displays as Pending. When the disk is finished
attaching, the status converts to Active and the storage can be used.

• If desired, repeat this procedure to add another disk.

Be sure to register your appliance within 30 days, as described below.

Step 7: Register and license the appliance

Your appliance is now configured and you can begin using it to protect your environment. For details, see the
Administrator Guide for Recovery Series, Recovery MAX, ION/ION+, and Unitrends Backup.

You must register and license the appliance within 30 days of deploying Unitrends Backup.

Each appliance requires an activation code and license key. Use the procedures below to register and license the
appliance:

To register a Unitrends Backup appliance

1 On the Configure > Appliances page, select the appliance and click Edit.
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2 Select the License tab and click Update. The Registration Center displays.

3 Select one of the following:

Selection Description

Start my free trial Submit this form to start your free 30-day trial.

Activate my
purchase

Enter your email address and activation code. You license key will be emailed to the
address you enter here.

Activate with promo
code

Enter your promotional code to register your product and receive your license key.

Request a quote Request a license quote.
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4 Complete and submit the applicable form.

Once you have purchased a license, Unitrends sends an email containing license details. Use the next procedure to
apply this license information to the appliance.

To license a Unitrends Backup appliance

Use these steps to enter license information you have received from Unitrends.

1 On the Configure > Appliances page, select the appliance and click Edit.

2 Select the License tab and click Add License Info.
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3 Enter the License Key, Expiration Date, and Feature String.

4 Click Save. The license is applied.
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Step 8: Start protecting your environment

Deployment is complete and you can get started protecting your environment:

• Start by installing the Unitrends agent on the virtual machines you will protect with Unitrends backups (see
Unitrends agents in the Administrator Guide for Recovery Series, Recovery MAX, ION/ION+, and Unitrends
Backup).

Note: The virtual machines you protect with Unitrends backups must be configured with private IPs only.
Public IPs are not supported.

• Next, create backup schedules (see Creating backup jobs in the Administrator Guide for Recovery Series,
Recovery MAX, ION/ION+, and Unitrends Backup).
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