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Chapter 1: Introduction

Thank you for choosing the Unitrends Backup virtual appliance. You are minutes away from protecting your
environment.

With Unitrends Backup deployments, the appliance’s initial disk stores no unique data or backups. Storing this data on
different disks or external storage arrays enables you to reattach the storage to a different Unitrends Backup
appliance, so you can retain your original appliance’s settings and backup data if you need to deploy a new Unitrends
Backup appliance.

This guide includes instructions for deploying using new storage and for deploying using storage that contains backup
data from another virtual appliance. The process is similar for both deployment types, and the applicable sections
cover any variations.

Attaching backup storage that contains backups from another Unitrends Backup appliance is supported only
if the original appliance is running the same operating system as the newly deployed appliance. Appliances
deployed with version 10.3.6 or higher run CentOS 7. Appliances deployed with older versions run CentOS 6.

Deployment consists of creating the Unitrends Backup virtual machine (VM), attaching backup storage, and configuring
appliance settings. Terms used in this guide are defined in the following table:

Term Definition

Added disk | VMDK virtual disk storage created by deploying the Unitrends Backup OVA file or by using the ESXi
host. AVMDK can be created from direct attached storage (DAS) that is internal to the ESXi host, or
from external SAN or NAS storage that is connected to the ESXi host over the iSCSI, NFS, or CIFS
protocol. Also called attached disk storage.

Appliance The Unitrends Backup system that backs up and recovers data. Consists of the Unitrends Backup VM,
Unitrends software, attached storage, and additional configuration settings.

External SAN or NAS storage that is connected directly to the Unitrends Backup VM over the iSCSI, CIFS, or NFS

storage protocol.

Host ESXi server that houses the Unitrends Backup VM. Also called a hypervisor.

Initial Storage you attach to the Unitrends Backup VM that is used to store appliance configuration settings

backup and backups. You attach this storage after deploying the Unitrends Backup VM, but before you

storage configure the appliance using the Quick Setup Wizard. The initial backup storage must be 200GB -
64TB in size.

Initial disk 100GB disk used to create the Unitrends Backup VM. While installing the OVA, you select a datastore
on the ESXi host that the installer uses to create this disk.

OVA file Unitrends OVA file used to deploy the Unitrends Backup VM on your ESXi host.

U N ITR E N D S Chapter 1: Introduction
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Term Definition

Quick The Quick Setup Wizard automatically launches the first time you access the appliance Ul from a web
Setup browser. Work your way through this wizard to configure additional appliance settings, such as date
Wizard and time, hostname, and email.

Unitrends Virtual machine created by deploying the Unitrends Backup OVA file.
Backup VM

Chapter 1: Introduction U N ITR E N D S
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Chapter 2: Requirements and Considerations

Before deploying your Unitrends Backup appliance, verify that the following requirements have been met:
"Hypervisor requirements and considerations"
"Network requirements"
"Port requirements" on page 8
"Web access" on page 10

"Virtual machine resource requirements" on page 10

Hypervisor requirements and considerations

Unitrends recommends running your appliance and the VMs it protects on different hosts to avoid losing your VMs and
their backups if one of the hosts fails.

You can deploy Unitrends Backup to the following ESXi versions: 5.5, 6.0, 6.5, 6.7, 7.0, or 8.0.

Network requirements

There are several addresses you should permit for all deployments. All of these ports are outgoing connections from
the Unitrends appliance. We do not require incoming NAT of ports or exposing the unit to a public IP, only outgoing
communication from a local source Unitrends appliance is needed.

IMPORTANT! Never expose the appliance Web Ul or SSH connections to open external ports. Doing so may void
your support agreement until the appliance can be secured properly. Never deploy the Unitrends
appliance on a public IP. All incoming ports to a Unitrends appliance must be firewall protected.
Privately operated hot backup copy targets should be deployed in such a way as to secure the VPN
connection to only trusted source external IPs.

Network requirements vary by whether DHCP is available in your environment.

DHCP is available

If DHCP is available in your environment, review these requirements and considerations before you deploy the
appliance VM:

If your environment goes offline for an extended period of time, your appliance may be assigned a new IP address
from the DHCP server. This may cause a temporary loss of backup and recovery functionality. If this occurs, see
How to resolve recovery issues related to appliance IP address changes for instructions on how to proceed.

The enol adapter is, by default, configured for DHCP.
DHCP cannot be a configured for more than one network adapter at any given time.

A network adapter configured for DHCP cannot be managed via the appliance user interface (Ul) unless you
intend to assign it a static IP address.

U N ITR E N D S Chapter 2: Requirements and Considerations
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Unitrends appliances intended for use as backup copy targets must be assigned static IP addresses.

DHCP is not available

If DHCP is not available in your environment, or if you intend to use this appliance as a backup copy target, you must
configure a static IP address for the appliance. Initially, the Unitrends Backup VM is created with the IP address
10.10.10.1 and the subnet mask 255.255.255.0. If this IP is currently being used in your environment, disable it until
you bring the Unitrends Backup VM online and assign it a new IP address. During deployment, you must configure the
following settings:

An IP address and subnet. The IP address and the subnet enable communication between the appliance and
other machines on your network.

A gateway. A gateway enables communication between the appliance and machines on different subnets.
Appliance DNS settings, required for the following:

To connect the appliance to the Internet.

To add assets using only their hostnames (rather than by fully qualified domain names).

To update your appliance from the user interface (Ul).

To access the Unitrends Community forums from the Ul.

You can obtain the above information from your network administrator.

Port requirements

Additional ports must be open for connectivity to the Internet and for connectivity to any hot backup copy target. See
the following for details:

Unitrends does not officially support backup through firewalls. For details, see this KB article: Backup fails
through Router, DMZ, or Firewall.

"Connectivity between the appliance and the Internet"
"Connectivity between the appliance and a hot backup copy target"

Connectivity between the appliance and the Internet

Port, Protocol,

and Rule Destination
Backup and 443/HTTPS kaseyagroup-appliance- A secure docker container
backup copy Outbound from registry.jfrog.io registry required to update
operations the Unitrends backup and backup copy
appliance components.
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Port, Protocol,

Destination
and Rule

Product 443/HTTPS repo.unitrends.com repo.unitrends.com is used
Updates Outbound from by the Unitrends appliance
the Unitrends to perform software
appliance updates.
sftp.unitrends.com
22/SFTP sftp.unitrends.com is used
Outbound from to collect files related to
the Unitrends active support tickets.
appliance
Remote 443/HTTPS support-itivity.unitrends.com Used for opening a remote
Support Outbound from tunnel to the Unitrends
the Unitrends support team.
appliance
Proactive 161/UDP notifications.unitrends.com Used for SNMP trap
Monitoring Outbound from collection for all proactive
the Unitrends monitoring.
appliance
161/TCP

Outbound from
the Unitrends
appliance
162/UDP
Outbound from
the Unitrends
appliance
162/TCP
Outbound from
the Unitrends
appliance

Connectivity between the appliance and a hot backup copy target

Port, Protocol, and Rule Destination
Backup copy The OpenVPN port provided by Unitrends For Unitrends Used for
to the or Cloud, the copying data
Unitrends Th ; b h fi d for th public-facing to the
Cloud or your € port number you have configured ror the IP address Unitrends
Unitrends secure tunnel connection to the backup copy provided by Cloud or your
target appliance must be open Outbound for . '
target Unitrends. Unitrends
appli the TCP and UDP protocols. Port 443 must
ppliance. target
also be open Outbond for the UCP protocol. apoli
ppliance.
Target
appliance

hosthame and
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Port, Protocol, and Rule Destination

Web access

Once you have configured network settings, you can access the appliance Ul by entering its IP address in a Firefox or
Chrome browser. (Internet Explorer is not supported.)

Virtual machine resource requirements

Before deploying, verify that your host has sufficient resources to create the Unitrends Backup VM. If minimum
required resources are not available, deployment may fail.

The following resources are required to deploy the Unitrends Backup VM:

These are the minimum resources required to deploy and begin using the Unitrends Backup appliance. As

you add jobs and storage, be sure to monitor the system and add resources as needed over the lifetime of
the appliance.

A minimum of two virtual processors (CPUs).
A minimum of 8GB of RAM.
100GB of space for the VM'’s initial disk.

At least 200GB of backup storage.
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Chapter 3: Determining your Storage
Strategy

Before deploying your Unitrends Backup appliance, you must determine the strategy to use for all backup storage. It is
important to plan your approach carefully because you cannot change this initial configuration. The following backup
storage options are available:

Added disk: VMDK disks created by using the ESXi host. These disks can use direct attached storage (DAS,
internal to the hypervisor) or external SAN or NAS storage that is connected to the hypervisor. Unitrends
recommends using added disk storage.

External storage:
A SAN LUN connected directly to the Unitrends Backup VM over the iSCSI protocol.
A NAS share connected directly to the Unitrends Backup VM over the CIFS or NFS protocol.

Although you cannot change the initial configuration, you can add more storage to your appliance as your storage
needs change. If you choose to use added disk storage, Unitrends recommends adding virtual disks to the Unitrends
Backup VM by using the hypervisor and expanding the initial backup storage to include them. If you choose to use a
SAN or NAS directly attached to the Unitrends Backup VM, expanding the initial backup storage is not supported.
Instead, you can add LUNs or shares as separate storage areas.

How Unitrends Backup appliance storage works

An initial disk of approximately 100GB is used to deploy the Unitrends Backup VM. You must also add a minimum of
200GB as the initial backup storage. You cannot complete deployment without adding the initial backup storage
because this storage contains the appliance’s unique data and is used to store backups.

Storing the appliance’s unique data separately from the initial disk enables you to reattach the backup storage to a
new Unitrends Backup VM to recover the original appliance's settings and backups.

Storage recommendations

Consider the following recommendations when determining your storage approach.

WARNING! Unitrends strongly recommends that all Unitrends Backup storage is either direct attached storage
(DAS, internal to the hypervisor) or resides on one external storage array. If you configure storage
across multiple storage arrays and one becomes unavailable, all backup data ends up corrupted,
resulting in total data loss.

U N ITR E N D S Chapter 3: Determining your Storage Strategy
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Unitrends

Back
ackup Recommendations

Storage
Component

All These recommendations apply to all Unitrends Backup storage (initial disk, initial backup storage,
and additional backup storage):

Unitrends strongly recommends using hypervisor-certified storage arrays on VMware’s
hardware certified list for deploying Unitrends Backup appliances.

Once you have selected a type of backup storage, Unitrends recommends using the same
type of storage to add more backup storage in the future.

Do not use Storage vMotion. Storage must remain in a fixed location.

Unitrends recommends using DAS, internal to the hypervisor, or to leverage SAN or NAS
storage that you expose to the hypervisor.

You can create VMDKs on storage internal to the hypervisor (DAS).

You can expose a SAN or NAS to the hypervisor and use the hypervisor to create a
datastore from this storage. You can then select this datastore to create VMDKs.

To use external SAN or NAS storage that is directly attached to the Unitrends Backup VM,
follow these recommendations:

Unitrends does not recommend attaching external storage directly to the Unitrends
Backup VM. If you do choose to connect external storage to the Unitrends Backup
VM directly over network protocols (CIFS, NFS, or iSCSI), make sure to use a
supported vendor from the list in Supported external storage vendors for use with
Unitrends Backup appliances.

The shares or LUNs used by the Unitrends Backup VM should be dedicated to that
Unitrends Backup VM and not shared by other virtual machines, applications, etc.

You can deploy the Unitrends Backup VM on a hypervisor in a cluster configuration and
use shared storage. However, in this configuration, the Unitrends Backup VM should use
a dedicated NAS share or SAN LUN.

For best performance with SAN storage, use a thick-provisioned LUN and a thick-
provisioned eager zeroed VMDK.

Chapter 3: Determining your Storage Strategy UNITRENDS
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Unitrends

Back .
ackup Recommendations

Storage
Component

Initial disk You create the Unitrends Backup VM by deploying the OVA file. During deployment (described in
"Step 2: Deploy the Unitrends Backup VM" on page 18), you make various selections within your
hypervisor, including the datastore and disk format used to create the initial disk for the Unitrends
Backup VM.

The initial disk can reside on DAS, internal to the hypervisor, or on external storage attached to the
hypervisor.

If you intend to use external storage attached directly to the Unitrends Backup VM as the
initial backup storage, be sure to use the same external storage array for both the initial
disk and the initial backup storage.

Initial backup | You must add a minimum of 200GB of initial backup storage. The following requirements and
storage recommendations apply:

For disaster recovery, it is important to know which VMDK, LUN, or share was used as the
initial backup storage, so make sure to keep a record of your selection.

If you opt to use a LUN attached to the hypervisor for the Unitrends Backup VM'’s initial disk,
do not attach that LUN directly to the Unitrends Backup VM to use as backup storage. Allocate
a separate LUN (on the same array) to use as backup storage instead.

Additional configuration is required if you are using external CIFS or NFS storage attached to
the Unitrends Backup VM as the initial backup storage. For details, see Special Configuration
for NFS or CIFS with UB Initial Deployment Storage.

How you set up the initial backup storage varies by storage type:

If you are using added disk storage, you must add a VMDK to the Unitrends Backup VM by
using the ESXi host (see "Step 3: Attach backup storage" on page 29). The appliance
automatically uses the first VMDK disk that was added to the Unitrends Backup VM as the
initial backup storage.

If you are using external SAN or NAS storage attached directly to the Unitrends Backup VM,
you must expose the storage to the Unitrends Backup VM and add it as initial backup storage
in the Unitrends Backup Ul after completing the Quick Setup Wizard (see "Step 5: Add the
initial backup storage device if using external storage directly attached to the Unitrends
Backup VM" on page 43).

U N ITR E N D 8 Chapter 3: Determining your Storage Strategy
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Unitrends
Back
ackup Recommendations
Storage
Component
Additional It is a best practice to add storage in the same way you created the initial backup storage.
backup Unitrends recommends expanding storage for best performance, but you can add a separate
storage storage area of roughly the same size if necessary.

When you add attached disk or external NAS or SAN storage, the VMDKs, LUNSs, or shares display in
the Unitrends Backup Ul as /dev/sdx/. The x indicates alphabetically the order in which the storage
was added.

For example, the initial disk is always /dev/sda/, the initial backup storage is /dev/sdb/, the next
would be /dev/sdc/, and so forth.

The following requirements apply to additional backup storage:

Your backup storage devices must be at least 200GB to enable deduplication or to use the
device as a backup copy target.

As you add more storage, be sure to add resources to the Unitrends Backup VM, such as CPU
and memory.

You can expand backup storage only across new disks. To expand the existing backup
storage, you must add a new virtual disk. Expanding an existing VMDK or growing a SAN
volume is not supported.

Examples of | To add backup storage, Unitrends recommends expanding your initial backup storage to include
expanding the newly allocated space. Once storage is expanded in the Unitrends Backup Ul, the appliance
storage treats the original disk and added disks as one larger data volume.

Expanding storage is only supported for added disk storage (DAS or external storage
attached to the hypervisor).

See the following examples:

To expand DAS storage, use the hypervisor to add a new VMDK that uses the same datastore
you selected for the initial backup storage. Then use the Unitrends Backup Ul to expand
existing storage to include the new disk.

To expand SAN or NAS storage that is exposed to the hypervisor, add a new share or LUN to
the hypervisor, then use the hypervisor to add the share or LUN to the datastore that was
used for the initial backup storage and create a VMDK using this datastore. Once the VMDK is
created, use the Unitrends Backup Ul to expand existing storage to include the new disk.

For details on expanding storage, see Procedures for adding attached disk backup storage in
the Administrator Guide for Recovery Series, Recovery MAX, ION/ION+, and Unitrends Backup.

Chapter 3: Determining your Storage Strategy UNITRENDS
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Unitrends

Back .
ackup Recommendations

Storage
Component

Examples of | If expanding storage is not an option, or you need to create a distinct storage area, you can add a
adding separate storage device to your appliance. The storage you add is treated as a separate storage
storage area. This approach allows you to set up backups to write to a specified device.

See the following examples:
DAS or external storage attached to the hypervisor -

Use the hypervisor to create a datastore and VMDK from the storage you added. Then go to the
Add Backup Storage dialog in the Ul, click Create a separate storage area for an alternate
backup device and select the type Added Disk. Select the disk to add.

External storage attached to the Unitrends Backup VM -

If you used an external NAS or SAN storage array attached directly to the Unitrends
Backup VM for the initial backup storage, use the same storage array for all
additional backup storage.

Allocate additional space on the NAS and expose it to the Unitrends Backup VM. Then go
to the Add Backup Storage dialog in the Ul, click Create a separate storage area for an
alternate backup device and select the type CIFS or NFS. Enter the IP address of the
NAS and other required information.

Allocate additional space on the SAN and expose it to the Unitrends Backup VM. Then go
to the Add Backup Storage dialog in the Ul, click Create a separate storage area for an
alternate backup device and select the type iSCSI. Enter the IP address of the SAN and
other required information.

For details on adding storage, see Procedures for adding attached disk backup storage and
Procedures for adding external storage in the Administrator Guide for Recovery Series,
Recovery MAX, ION/ION+, and Unitrends Backup.
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Chapter 4: Deploying a Unitrends Backup
Appliance

Deployment consists of creating the Unitrends Backup VM, attaching backup storage, and configuring appliance
settings.

To create the Unitrends Backup VM, you will deploy an OVA file. During deployment, you define network and storage
settings for the appliance.

The following steps summarize the procedures used to deploy your Unitrends Backup appliance. Detailed instructions
for each procedure follow:

Required steps vary depending on the type of storage you are using. Step 3: and Step 5: may not be
required.

"Step 1: Set up storage on the hypervisor"

"Step 2: Deploy the Unitrends Backup VM" on page 18

"Step 3: Attach backup storage" on page 29

"Step 4: Set up the appliance using the Quick Setup Wizard" on page 38

"Step 5: Add the initial backup storage device if using external storage directly attached to the Unitrends
Backup VM" on page 43

"Step 6: (Optional) Modify deduplication settings" on page 46
"Step 7: Register and license the Unitrends Backup appliance" on page 47

"Step 8: Start protecting your environment" on page 51
Set up storage on the hypervisor

Verify that the hypervisor has enough storage available:
100GB for the Unitrends Backup VM's initial disk.
At least 200GB for the initial backup storage.

If necessary, add storage. Storage options are described in the following table. For more on storage, see "Determining
your Storage Strategy" on page 11.

U N ITR E N D S Chapter 4: Deploying a Unitrends Backup Appliance
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Storage option Requirements

Use added disk (DAS or external) storage Verify that the hypervisor has enough storage to create the initial disk
for both the initial disk and initial backup and the initial backup storage.

storage (recommended
ge ) To use external storage (rather than DAS), use the hypervisor to add

the SAN or NAS and to create the associated datastores.

Use added disk external storage for the To use external storage that is directly attached to the Unitrends

VM's initial disk, and use external storage Backup VM for the initial backup storage, Unitrends recommends that
directly attached to the Unitrends Backup you use external storage on the same array for the VM's initial disk.
VM for the initial backup storage (not

Use the hypervisor to add the SAN or NAS and to create the
recommended)

associated datastore to use for the Unitrends Backup VM's initial disk.
You will select this datastore while deploying the Unitrends Backup
VM to create the initial VMDK disk (in "Step 2: Deploy the Unitrends
Backup VM").

Deploy using storage containing backups Verify that the hypervisor has enough storage available to create the
from another Unitrends Backup appliance initial disk. You will add the storage that contains backups after you
deploy the Unitrends Backup VM (as described in "Step 3: Attach
backup storage").

Deploy the Unitrends Backup VM

Deployment instructions remain the same whether you are setting up Unitrends Backup with new storage or with
storage that contains backups from another Unitrends Backup appliance.

To deploy the Unitrends Backup VM
Download the OVA file from the Unitrends Downloads page:

Go to https://helpdesk.kaseya.com/hc/en-gh/articles/4407526882193-Unitrends-Downloads.

Scroll down to Unitrends Backup Virtual Appliance Deployments.

Click the .OVA link in the VMware vShpere row.
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Unitrends Backup Virtual Appliance Deployments
For existing customers looking to redeploy an instance of Unitrends Backup, the following installer downloads are available (right-
click and "Save As..."):
Environment Applies To Format
VMware vSphere VMware 5.x- 8.0 Ko\ / ey Click here
Microsoft Hyper-V Windows Server 2012-2022 (Wizard Deployment) EXE
Windows Server 2008 R2-2022 VHD
Citrix XenServer XenServer 6.5-7.x XVA
Nutanix AHV Nutanix AHV 5.1-6.5 NMDK
Amazon AWS Deployments are available within the Amazon cloud
Microsoft Azure Microsoft Azure VHD

Ready to register and activate your Unitrends Backup? Follow the knowledge article Registering a Unitrends Backup - Activating
your Product - Licensing (Internet or Air Gap) to apply for your permanent license.

Note: Be sure to activate your Unitrends Backup before the 30-day trial expires to ensure there is no gap in your protection.

From the machine on which you saved the Unitrends Backup OVA file, access your ESXi server using vSphere
Client.

Select File > Deploy OVF template.

Browse to the extraction location, select VMware-UB-version.ova, click Open, then click Next.
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Source

() 100 ez - vSphere Client O X
File | Edit View Inventory Administration Plug-ins Help
=T Y by b [ mnventory
[ Deploy OVF Template... _.__l‘o
Export L4 =
Report LAl e essleeEn VMware ESXi, 5.5.0, 2143827
Browse VA Marketplace... Getting Started 4P
Print Maps () Deploy OVF Template ] X
Exit

Select the source location,

Deploy from a file or URL

2\Downloads\VMware-UB-10.5.0-1. 14.ovf LJ | Browse... :I—'e

Enter a URL to download and install the OVF package from the Internet, or
spedify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

|C +\Wsers\di

(%) Open X
< « A4 B » ThisPC » Downloads » v B Search Downloads P
Organize MNew folder ==« o

= Documents A Name Date modified Type Size
4 Downloads VMware-UB-10.5.0-1.14.0vf 18/2021 1:21 AM OVF File 8 KB
<., OSDisk (C:) v < >
File name: | Viware-UB-10.5.0-1.14.ovf V| OVF packages (".ovf;".ova) ~

Help | <

Verify OVA details and click Next.
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(5 Deploy OVF Template

OVF Template Details
Verify OVF template details.

Source
OVF Template Details

Product:

Download size:

Size on disk:

Description:

VMware-UB-10.5.0-1.14

3.4GB

Unknown (thin provisioned)
100.0 GB (thick provisioned)

Help |

< Back | Mext = I

Cancel |

Enter a display name for the Unitrends Backup VM. The name can contain only alphanumeric characters, dashes,
and underscores. This is the name that will display for the VM in your hypervisor. Click Next.

(¥ Deploy OVF Template

Name and Location
Specify a name and location for the deployed template

Name:

__ommm

]

X

Lt emaate Deta 5 Unitrends Backup
Name and Location

The name can contain up to 80 characters and it must be unique within the inventory folder.

2]

Help

< Back || Next = I

Cancel |

(Optional) If your environment has resource pools, you can opt to choose one for the Unitrends Backup VM. If your
environment does not have resource pools, you do not see this step. Click Next to continue.
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() Deploy OVF Template = O x

Resource Pool
Select a resource poal.

Source Select the resource pool within which you wish to deploy this template.
OVF Template Details
Mame and Location Resource pools allow hierarchical management of computing resources within a host or duster. Virtual

Resource Pool machines and child pools share the resources of their parent poal.

-

@ WL k2

ey | (Optiona) Select resource pool

Help | < Back | Mext = I Cancel |

Zi

Select the datastore that will be used to create the Unitrends Backup VM. Click Next.

() Deploy OVF Template = O X

Storage
Where do you want to store the virtual machine files?

Source Select a destination storage for the virtual machine files:

OVF Template Details - - — =

Mame and Loca Name Drive Type Capacity | Provisioned Free | Type Thin Prov

Resource Pool B datastorel Non-S5D 93125 GB 201.59GB  735.90 GB VMFS5 Supporte

Storage H datastore2()  Non-5 924,00 GB 15,02 GB 908,98 GB VMFS5 Supparte
@ raid-ds — Non-55D 728TB 6427TB 1.39TB WMFS5 Supporte
@ raid-ds2 7.28TB 4.26TB 3.56 TB VMFS5 Supporte

Select a datastore

-~
W

Help | < Back | Mext = I Cancel |

Z|

Select the disk format. Click Next.

For best performance, use a thick provisioned format.
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E

Disk Format
In which format do you want to store the virtual disks?

Source
OVF Template Details
Mame and Location

Datastore:

Available space (GE):

Disk Format

Read Coi

plete

% Thick Provision Lazy Zeroed
( " Thick Provision Eager Zeroed
" Thin Provision

raid-ds
1422.2

23

< Back |

Mext = | Cancel I

A

If the server has multiple virtual networks, select one from the list and click Next. If the server has only one virtual

network, you are not prompted for a selection.

On the Ready to Complete screen, select Power on after deployment.

Click Finish to deploy.

(=7 Deploy OVF Template

Ready to Complete
Are these the options you want to use?

Deployment settings:

When you dick Finish, the deployment task will be started.

OVFfile:

N Download size:
Ready to Complete Size ondisk:
Name:
Host/Cluster:
Resource Pool:
Datastore:

Disk provisioning:
Network Mapping:

o— ¥ Power on after deployment

C:\Us

34GB

100.0 GB

Unitrends Backup 193

BUF itrends.com

BMM_TestLibDeployments
raig-ds

Thick Provision Lazy Zeroed
"172-primary” to "VLAN 594"

#iT\Downloads\VMware-UB-10.5.0-1.14.0.

Help

< Back |

Finish Cancel |
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@1 - vSphere Client - m} x
File Edit View Inventory Administration Plug-ins Help

¢y Home b g Inventory b Bl Inventory

+ +
& @
e %
@ 4B
Deploying Unitrends Backup
Deploying disk 1 of 1 5 virtualizal
machines
hat virtual
] T to storage
5 minutes remaining
[™ Close this dislog when completed g1oa host

| U Dy USRI Iy e vireden appliance

When deployment is complete, close the confirmation message.

@
File Edit View Inventory Administration Plug-ins Help

£y Home b gF Inventory b [l Inventory

+ +
8 @
B [ e———
| [efSaal IR ElNiN Summary | Virtual Machines:, '3 |
QJ
Deploying Unitrends Backup virtualizal
nachines
Completed Successfull .
| P v lat virtual
T

Do one of the following:
If the VM's virtual network has DHCP available, proceed to "Attach backup storage" on page 29.
If DHCP is not available or if you prefer to assign a static IP address, proceed to "To set up the appliance with
a static IP address".

If you will be using the appliance as a hot backup copy target, you must assign a static IP address. Use
the procedure "To set up the appliance with a static IP address".

To set up the appliance with a static IP address

If you are deploying using storage from another Unitrends Backup appliance that contains backup data, you
can enter the same network settings as the original appliance or use different network settings.

From vSphere Client, access the Unitrends Backup VM's console interface by clicking the Launch Virtual Machine
Console icon.

The Unitrends Backup VM must be turned on. If necessary, right-click the VM and select Start.
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(& 1025700 - vSphere Client — O X

File Edit View Inventory Administration Plug-ins Help

@ £y Home b g5 Inventory b [l Inventory

mir &8 &R
ERE| é ‘B—I‘AIN-I _.rz ibDen! " Launch Virtual Machine Console
B MM_TestLibDeployments

s doc-Windows-8_restore Getting Starte

@ SQL14Test

7 sav |

Select the VM o o ﬁkw What is a Virtual Machine?
—ub-

The remaining steps are run from the Unitrends Backup Console Interface. On these screens, you select a menu
option by entering a number in the Please enter choice field.

As you complete each step in the Unitrends Backup Console Interface, you are presented with the next
configuration screen.

You can press Enter to accept the default or current setting.

On the Console Interface screen, enter 1 in the Please Configure Console Access Password... field.

Unitrends Backup
Console Interface

Console Access Password Setup
Network Setup

1.

2.

3. Firewall Settings

4. Advanced Options Enter 1

Please Configure Console Access Password to proceed further: 1

To change the direct console password, enter a new password, then enter the password again to confirm.

This is the root operating system password that accesses the console. This password does not access the
Ul. (You will change the Ul password in "Step 4: Set up the appliance using the Quick Setup Wizard" on
page 38.)

All appliances are deployed with these default operating systems credentials: user root, password
unitrends1. For appliance security, you must change this password.

25
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[Password should be at least 8 characters
[Password should not contain the forbidden word Unitrend (case insensitive)

Enter new d
1 passwor

Changing password-for user root.
New password:

Retype new password: 2 ST 22z DI

Fassud: all authentication tokens updated successfully.

On the Console Interface screen, enter 2.

Unitrends Backup
Console Interface

1. Console fAccess Password Setup
2. HNetwork Setup

3. Firewall Settings

4. Advanced Options

P

lease enter choice: 2 Enter 2

Manage System using the web-based interface at one of the following:
ethd - http:--18.18.18.1

On the Initial System Setup Menu screen, enter 1 in the Please enter choice field.

Unitrends Backup
Initial System Setup Menu

Conf igure IP, Netmask and Gateway
Conf igure DN3S

Conf igure IPMI LAN

Conf igure DHCP

Network Test

Back

lease enter choice: 1 Enter 1

Enter a number in the Select a network adapter field. For example, enter O to select ethO.

B. etha
Enter a number to select an adapter. If your
Select a network adapter: 8 appliance has multiple adapters, each are listed. In

this example, the appliance has one adapter (eth0).

EnterY in the Edit network configuration field. Then enter an IP address, Netmask, and Gateway. Review the
settings and enter Y to save.
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Network Adapter:
Current IP address:
Current Netmask:
Current Gateway:

ethd

168.18.18.1
"Z55.255.255.8"
nsa

Edit network configuration? [nsY1l: X

Current IP address:

Enter new System IP Address:

18.18.18.1

Unitrends appliance

Current Netmask: “255.255.255.8"
Enter new System Hetmask: Enter new netmask or press
Enter to accept the default

Current Gateway: n-sa

Enter new Network Gateway: 190, ML . 1001 Enter gateway IP address

Adapter:

Current IP address:
Current Netmask:
Current Gateway:

New IP address:

ethe ||
18.18.18.1
"255.255.255.8"
n/a

19 Wi 2T il

Enter an IP address for the

27

Hew Hetmask: "Z55.255.255.8"
New Gateway: 100 el mEm L

Commit network configuration changes? [ns¥1: ¥ S setiing

- (or N to modify settings)

To configure DNS settings, enter 2, then enter Y to edit. Enter the Primary DNS IP address, a Secondary DNS IP
(optional), and a DNS Domain. Review the settings and enter Y to save.

Unitrends Backup
Initial System Setup Menu

Conf igure IP, Netmask and Gateway
Conf igure DNS

Conf igure IPMI LAN

Conf igure DHCP

Network Test

Back

lease enter choice: 2 Enter 2
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Current Primary DNS: nsa

Current Secondary DN3S: n-a

Current DNS Domain: vmware-ub

Edit DNS configuration? [n/Y1: ¥ Enter Y

Current Primary DN3: nra
Enter new Primary DHS: 1%L, ML 50 M8 Enter IP of primary DNS server

Current Secondary DN3: nra

Enter new Secondary DNS: 1°_ Lo _. _.@_- (Optional) Enter IP of
(Leave blank if no secondary DNS desired) secondary DNS server

Current DN3S Domain: wmware-ub
Enter new DN3 Search Domain: unitrends.com

Current Primary DNS: n/a
Current Secondary DN3: nra
Current DNS Domain: umware-ub

New Primary DNS: 19 8
New Secondary DNS: 197 T T nae
New DN3 Domain: unitrends.com

Enter Y to save settings
(or N to modify settings)

Commit DNS configuration changes? I[n/Y1:Y

To exit network setup, enter 6.

Unitrends Backup
Initial System Setup Menu

Conf igure IP, Netmask and Gateway
Conf igure DNS

Conf igure IPMI LAN

Conf igure DHCP

Network Test

Back

Please enter choice: 6

Exit the VM console.
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(%) Unitrends Backup on B ul - X
File View VM Click to exit the console

DN BB GRS R

Unitrends Backup
Console Interface

Network Setup

1.
2. Console Access Password Setup
3. Firewall Settings
4. Advanced Options

Please enter choice:

Manage System using the web-based interface at one of the following:
ethd - httpir 1l oo oo L8

Proceed to "Step 3: Attach backup storage".

Attach backup storage

In this step you will attach the initial backup storage. Note that once you finish deploying and setting up your Unitrends
Backup appliance, you can add disks, LUNs, or shares at any time to increase backup storage capacity.

Instructions for attaching storage vary depending on whether you are setting up the Unitrends Backup with new storage
or with storage that contains backups from another Unitrends Backup appliance. See one of the following topics:

"Attaching new backup storage"

"Attaching storage that contains backups from another appliance " on page 30

Attaching new backup storage

For new backup storage, you can use added disk storage (DAS or external storage attached to the host) or external
storage that is attached directly to the Unitrends Backup VM.

See the following topics for details:
"Added disk storage attached to the hypervisor"

"External storage attached to the Unitrends Backup VM"

Added disk storage attached to the hypervisor

Add a VMDK to the Unitrends Backup VM by using the ESXi host. The appliance automatically uses the first VMDK disk
added to the Unitrends Backup VM as the initial backup storage. Once you have added the VMDK, proceed to "Step 4:
Set up the appliance using the Quick Setup Wizard" on page 38.

For instructions on creating and adding a disk, see one of the following VMware documents:

vSphere 5.5: Create a Virtual Disk in vSphere Client 5.5
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vSphere 6: Create a Virtual Disk in vSphere Client 6

vSphere 6.5: Add an Existing Hard Disk to a Virtual Machine

vSphere 6.7, 7.0, or 8.0: Customize the Virtual Machine Settings in the VMware Host Client

External storage attached to the Unitrends Backup VM

IMPORTANT! Unitrends does not recommend attaching external devices directly to the virtual UB. If possible,
please add backup storage or additional storage using the virtual disk deployment method.

To use external NAS or SAN storage attached directly to the Unitrends Backup VM, add the share or LUN and expose it
to the Unitrends Backup VM. You will select the share or LUN to use as the initial backup storage after you complete
the steps in the Quick Setup Wizard. Once you have added storage and exposed it to the Unitrends Backup VM,
proceed to "Step 4: Set up the appliance using the Quick Setup Wizard" on page 38.

Attaching storage that contains backups from another appliance

Use one of the procedures in this section to attach storage that contains backups from another Unitrends Backup
appliance.

IMPORTANT!

You must configure all storage that contains backup data from another Unitrends Backup appliance before you
do "Step 4: Set up the appliance using the Quick Setup Wizard" on page 38. If you add storage after you set up
the appliance, any data on the storage is deleted.

Attaching backup storage that contains backups from another Unitrends Backup appliance is supported only if
the original appliance is running the same operating system as the newly deployed appliance. Appliances
deployed with version 10.3.6 or higher run CentOS 7. Appliances deployed with older versions run CentOS 6. To
check the appliance Recovery OS version, click on ? > About:

UNITRENDS 8 L@ O [
BACKUP SUMMARY Gl 28 Got QI P ©
& Protect <
- About this Appliance (-] Community
Open Support Tunnel
B Jobs SOFTWARE INFORMATION HARDWARE INFORMATION r
5 Register asset for support
& Reports Appliance Name J#is-appliance-15510 Appliance Type unknown
@ Configure Product Tour
Appliance IP Address 1< 0 Processor Type Intel(R) Xeon(R) CPU E5-2620 v4 @ 2.10GHz
Feedback
Appliance Version 10.7.6-1.202306191632.Cent0S7 Processor Cores 2
9 About
Recovery0S Version | Cent0S77.9.2009 Processor Cache 20480 KB
What's New New
Install Date Wed 21 Jun 2023 09:26:41 AM EDT Processor Frequency | 2.099998 GHz . 0
V10.7.6-1- 2023-06-1¢
V-t 2 ®
Memory (GB) 7.821G8B
BROWSER INFORMATION 0 0.0
Asset Tag 01c72472-1065-4695-a16a-83116C0DCTE0 .
Type Firefox rotected Average Speed
Protected B/
_ MAC Address 000c2926cafa
Screen Resolution 2560 x 1440
TRANSFER RATE

Copyright © Unitrends, Inc. 2015-Present, All Rights Reserved

Close
08/23 0824 0§25 0826 08727 0828

M Logical M Physical
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Instructions for attaching storage that contains Unitrends backups vary by whether the storage was attached directly to
the original VM or attached through the hypervisor.

See the following topics for details:
"Backup data on disks that were attached to the original Unitrends Backup VM through the hypervisor "

"Backup data on external storage that was connected directly to the Unitrends Backup VM" on page 38

Backup data on disks that were attached to the original Unitrends Backup VM through the hypervisor

If your backup data resides on VMDKs, you must attach the VMDKs to the Unitrends Backup VM by using the ESXi host
before setting up the appliance.

IMPORTANT! Be sure to attach the VMDK that was used as the initial backup storage first (before adding any
other VMDKs). Adding the wrong VMDK first yields undesirable results. The appliance automatically
uses the first VMDK you attach as the initial backup storage. The appliance then recognizes all
subsequent attached disks and can access all existing backup data.

To add a VMDK that contains backups from another Unitrends Backup appliance:
Access your ESXi server using vSphere Client.

Power off the original Unitrends Backup VM.

(5 1020202 - vSphere Client

File Edit View Inventory Administration Plug-ins Help
@ J |€Yy Home b gF Inventory b [l Inventory
S @ @G RE R S R

B [H 1ewsecen UB_target_212 (1)
= & BMM_TestLibDeployments
E} doc-Windows-8_restore
Eh 5QL14Test

{3 Unitrends Backup

3 blk-ub-216

'

What is a Virtual Machine?

Original VM is powered off

it A virtual machine is a software computer

Identify the disk(s) that you want to add to the newly deployed VM by doing these steps:

Right-click the original VM and select Edit Settings.

U N ITR E N D S Chapter 4: Deploying a Unitrends Backup Appliance

AKaseya company




32 Deployment Guide for Unitrends Backup

on VMware

Release 10.9 | July 2025

I’__er 1 ! - vSphere Client

File Edit View Inventory Administration Plug-ins Help

:4;- £y Home b g Inventory b [l Inventory
Bl S @GR E R R
ENEE UB_target_212 (1)

= @ BMM_TestLibDeployments
@ doc-Windows-8_restore
51 SQL14Test
{3 Unitrends Backup
(51 [UB_target_212 (1)
UB_target_218 Power 3
3 ubuntu_test_1
G UEB_208_195 S—— .

Eh UEB_208_207
8 210 @ Open Console
5 UEB_target - -
- = Edit Settings...
B Uritrends_duc-\"ﬁ'.@ g

s Unitrends_doc-Wir Upgrade Virtual Hardware
Eh UVB_8_208_107

Guest 3

B uv_s e 20 Add Permission... Ctrl+P
_8_engine_

[ VCSA-6.5-4.207 Report Performance...

3 VCSA5-4-210

{51 Win2003_32bit_ES Rename

G Win2KBR2_restore Open in New Window...  Ctrl+Alt+N

Remowve from Inventory
Delete from Disk

Select each hard disk to view details. Note the disk file details of the one(s) you will add to the newly
deployed VM. (You will need the datastore and disk name to locate the disk in vSphere Client).

You must add all backup storage disks from the original VM.

Do not add Hard Disk 1. This 100GB disk was created during VM deployment and is NOT used to store
backups.

You must add the first backup storage disk (typically Hard Disk 2) before you add any other backup
storage disks.

In our example, the VM has only one backup storage disk:
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@ UB_target_212 (1) - Virtual Machine Properties

™ Independent
ks are not affected by snapshots.

33

- O x
- = 0
Hardware WOpﬁnns | Resources | Virtual Machine Version: vmx-09 Hard dlS_k 1is th_e VM's
e initial disk and is not
[ Show All Devices Add... Remove [iraic-ds] Ue_target_2 12/UB _target_212.vmdk used for backup
Tea 5 storage. Do NOT add
araware ummary . -
Disk Provisioning this disk to the newly
Bl Memory 4086 MB ) d VM
@ ceus 2 Type: Thick Provision Lazy Zeroed | epksyed L
) videocard Video card Provisioned Size: 100=] [ ~| ]
&= VMCIdevice Restricted Maximum Size (G8): 1418.07
9 USE controller Present
e SCSI controller 0 Paravirtual Virtisl Device Node
By co/DVD drive 1 Client Device
[ Hard disk1 Virtual Disk | ‘SCSI (0:0) Herd cisk 1 j
& Hard disk2
B Network adap (%) UB_target_212 (1) - Virtual Machine Properties — [m] x . .
' i - - Hard disk 2 is the
Hardware Wopnons | Resources | — Virhual Machine Version: wmx-09 VM's first backup
[~ show Al Devices Add... Remove [feida] Us_taroet 212/08 target 212 Lvmdk gtorage disk. Add
> U this disk to the newly
Hardware Summary
B Memory 4096 MB -E;isk Provisioning de[*)yed VM.
@ crus 2 ype: Thick Provision Lazy Zeroed
Q Video card Video card Provisioned Size: 700 El: GB -
= VMCIdevice Restricted Maximum Size (G8): 2018.07
9 USE controller Present
e S5CSI controller 0 Paravirtual Virtugl Device Node
@L  CD/DVD drive 1 Client Device
&= Hard disk1 Virtual Disk ‘SCSI (0:1) Hard disk 2 j
= Hard disk2 virtual Disk |
L Mode
i NETWRDTK prert VIFTNETWOTE

This Unitrends Backup VM has only
one backup storage disk (hard disk
2). If there were other hard disks,
you would add them after hard disk
2 had been added.

Help

immediately and permanently written to

this disk are discarded when you power
to the snapshot.

Add the disk(s) to the newly deployed VM by doing these steps:

Right-click the newly deployed VM and select Edit Settings.
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& 10 2 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

@ ¢y Home b g5 Im

o p & & G

b RS )

& BMM_TestLibDeployments
[ doc-Windows-8_restore
Gh SQLI4Test

(3| Unitrends Backup

ventory D@ Inventory

DEe Q@

Unitrends Backup

Select Hard disk 1, click Add, then OK.

3 Allk-ub-216 Power 3
BO_RDR_server_120 Guest v [
Boomerang

»

Eh_CentOS_6-2_4_203 Snapshat i
Eh CentUsS=sastore = Open Console
(3 CentOS5_rpm_4 - -

- Edit Settings...
3 CentOS6_rpm @ g
& DC_UF 208 Add Permission... Ctrl+P ]
G DC_win7_211 b
3 Dochodel Report Performance...
(3 DocNode2 Rename
1 doc-vCenter-2_17 H
B doc-win-8_restore Open in New Window...  Ctrl+Alt+N
(3 doc-Windowis-7_6_DE Remove from Inventory
B doc-Windows-8_4_20 Delete fram Disk
3 doc-Winvista_241 FlEteTram LISk
Eh RPM_vM_208 ] Basic Tasks

QJ Unitrends Backup - Virtual Machine Properties

Hardware IOph’nns ] Resources ]

™ Show All Devices Remove

Network adaN VLAN 534

Hardware Summary
Wl Memory 4096 MB
A crus 2

I;l Video card Video card
= VMCI device Restricted
@ UsBcontroller Present
& scslcontroller 0 Paravirtual
% CD/DVD drive 1 Client Device
&= Hard disk1 Virtual Disk
=]

- [m} *

Virtual Machine Version: vmx-09
Disk File
|[ra|d-ds] Unitrends Backup,/Unitrends Badkup. vmdk

Disk Provisioning

Type: Thick Provision Lazy Zeroed
Provisioned Size: 100 El: GBE =

Maximum Size (GB): 1418.07

|SCSI (0:0) Hard disk 1

Help

e_ OK Cancel

Select Hard Disk and click Next.
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() Add Hardware X

Device Type
What sort of device do you wish to add to your virtual machine?

Device Type

Sel sk

Choose the type of device you wish to add.

Information

This device can be added to this Virtual Machine.

gy

Help | < Back | Mext = I Cancel |

Select Use an existing virtual disk and click Next.

() Add Hardware x

Select a Disk

Device Type
Select a Disk

Sel

A virtual disk is composed of one or more files on the host file system. Together these
files appear as a single hard disk to the guest operating system.

Select the type of disk to use.
Disk

(" Create a new virtual disk

% |se an existing virtual disk

Reuse a previously configured virtual disk.

Give your virtual machine direct access to SAN. This option allows you to

use existing SAN commands to manage the storage and continue to

access it using a datastore,
Help | < Back | Next > 7 I Cancel |

Click Browse. Browse to the original VM's first backup storage disk and click OK.
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Click Next to continue.

() Add Hardware X
Select Existing Disk
Which existing disk do you want to use as this virtual disk?
Disk File Path )
rg
Browse... |
(%) Browse Datastores - m} X
Look in: |Datastnres ﬂ
Name Capacity Free space
B raid-ds2 728 TB 3.56 TB P
L = —
0 raidd 72878 128 TE —"‘—'—--_._J () Browse Datastores [m] X
@ datastorel 93125 GB 735.90 GB -
Lookin:  |UB_target 212 |
Open Name File Size LastModified
File type: |compatible virtual Disks (=.vmdk, =.dsk, =. ~ | Cancel £5 UB_target 212.. 100GE 10312016 9:44:36 AM
5 UB_target 212 .. 700GB 10/31/2016 9:44:37 AM 4—-__.__‘_
(% Browse Datastores
2
Look in: |raidds j
Help | File type:
pe: = = =
Nome File Size LastMadifie Compatible Virtual Disks (*.vmdk, *.dsk, j Cancel
[ UEB_208_195
[ UB_target 212 —— |
[ ues_z208_193
[ 1s0s
Open
File type: Compatble Virtual Disks (*.vmdk, *.dsk, = x| Cancel

() Add Hardware

Select Existing Disk
Which existing disk do you want to use as this virtual disk?

Device Type
Select a Disk

Disk File Path

Select Existing Disk
ol 4

Original VM's first backup storage disk

|[raid-ds] UB_target_212/UB_target 212 1.wmdk

Browse... |

Help |

< Back |

MNext = |

Cancel

Click Next to accept the default Advanced Options.

Chapter 4: Deploying a Unitrends Backup Appliance

UNITRENDS

A Kaseya company



Deployment Guide for Unitrends 37
Backup on VMware

Release 10.9 | July 2025

(4} Add Hardware X
Advanced Options
These advanced options do not usually need to be changed.
Specify the advanced options for this virtual disk. These options do not normally need
select a Disk to be changed.
Select Existing Disk
Advanced Options Virtual Device Node
Ready to Complete |SCSI (0:1) ﬂ
Mode
™ Independent
Independent disks are not affected by snapshots.
('“
Changes are immediately and permanently written to the disk.
r
Changes to this disk are discarded when you power off or revert to the
snapshot,
Help | < Back | Next > I Cancel
Click Finish.
(& Add Hardware *
Ready to Complete
Review the selected options and dlick Finish to add the hardware.
Device Type Options:
Select a Disk
Select Existing Disk Hardware type: Hard Disk
Advanced Options Create disk: Use existing disk
Ready to Complete Virtual Device Mode: SCSI (0:1)
v P Dizk file path: [raid-ds] UB_target_212/UB_target_212_1.vmdk
Disk mode: Persistent
Help | < Back | Finish I Cancel

Click OK.
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(%) Unitrends Backup - Virtual Machine Properties — O *
Hardware IODtigns ] Resources ] Virtual Machine Version: vmx-09
Disk File
I show All Devices Remove [[reid~ds] UB_target_212/UB _target_212_1.vmdk
Hardware Summary
@B Memory 4006 ME $|sk Provisioning . B
o cpus 2 ype: Thick Provision Lazy Zeroed
|;| Video card Video card Provisioned Size: 700 3 GB
& VMCIdevice Restricted Maximum Size (GB): NjA
@ UsBcontroller Present
0 SCSI controller 0 Paravirtual Virtual Device Node
% CD/DVD drive 1 Client Device
= Hard disk1 Virtual Disk Iscst (0:1) =
| B Netvork adater ] VLAN 504
= New Hard Disk (adding) Virtual Disk I I— -
I
~
Help QK Cancel

Z|

(If needed) If the original VM has multiple backup storage disks, repeat step 4 to add those disks.
After attaching all backup storage disks, proceed to "Step 4: Set up the appliance using the Quick Setup Wizard".
Backup data on external storage that was connected directly to the Unitrends Backup VM
If the backup data resides on NAS or SAN storage that is connected directly to the original Unitrends Backup VM:
Expose the share or LUN to the new Unitrends Backup VM.

Proceed to "Step 4: Set up the appliance using the Quick Setup Wizard".

Set up the appliance using the Quick Setup
Wizard

To start the setup process, log in to the appliance Ul from any machine on the same network by opening a browser and

entering the appliance’s IP address followed by /ui/. The Quick Setup Wizard launches when you access the Ul for the
first time.

To set up the appliance
Use this procedure to set up the appliance:

Open a browser and connect to your appliance by entering: https://<appliancelP>/ui. For example:
https://10.10.10.1/ui.

Click Accept to accept the license agreement.
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O G hitpsi//192.16 77 fuij# Enter appliance IP/ui

Unitrends End User License Agreement

PRODUCTS AND SERVICES LICENSE AGREEMENT

UNITRENDS, INC. ('UNITRENDS) IS WILLING TO LICENSE THE LICENSED HARDWARE

AND SOFTWARE {COLLECTIVELY "PRODUCTS') AND SERVICES TO YOU ['CUSTOMER")

45 THE INDIVIDUAL, THE COMPANY, THE ORDERING ACTIVITY (IF AN ENTITY

AUTHORIZED TO ORDER UNDER A U.S. FEDERAL GSA SCHEDULE CONTRACT), OR THE

LEGAL ENTITY THAT WILL BE LICENSING AND UTILIZING THE LICENSED SOFTWARE

(REFERENCED BELOW AS "YOU' OR "YOUR'" OR "LICENSEE' OR 'CORPORATION") ONLY

ONTHE CONDITIGN THAT YQU ACCEPT ALL OF THE TERMS OF THIS PRODUCTS AND

'SERVICES LICENSE AGREEMENT ('AGREEMENT") AND THE LICENSE AGREEMENTS

PUT FORTH ONLINE ('ONLINE LIGENSE AGREEMENTS") AT vrwiwunitrenda.comylegal

notices (COLLECTIVELY READ THE TERMS THE

‘ONLINE LICENSE AGREEMENTS CAREFULLY BEFORE USING THE LICENSED PRODUCTS ) i

AND SERVICES. THIS 1S A LEGAL AND ENFORCEABLE CONTRACT BETWEEN YOU AND Once logged in, you will need to
UNITRENDS. 8Y OPENING THE LICENSED SOFTWARE PACKAGE, SREAKING THE accept he license agreement
LICENSED SOFTIARE SEAL ACCESSING THE FRODUCTS O SERVICES, CLICKING THE

| AGREE" OR 'YES’ BUTTON, OR OTHERWISE INDICATING ASSENT ELECTRONIGALLY,
ORLOADING THE LIGENSED SOFTWARE OR OTHERWISE USING THE LICENSED
‘ONLINE LICENSE AGREEMENTS, EXCEPT IN THE CASE OF LICENSEES THAT ARE THE

U5 FEDERAL GOVERNMIENT OR ENTITIES THEREOF. B ACCEPTING THESE TERMS

'AND CONDITIONS, YOU ACKNOWLEDGE THAT YOU ARE AUTHORIZED TO ENTER THIS

AGREEMIENT ON BEHALF F THE CORFORATION. F YOU DO NOT AGREE TO THESE

TERMS AND CONDITIONS OR ARE NOT AUTHORIZED TO ENTER INTQ THIS

'AGREEMENT, CLICK THE "I DO NOT AGREE" OR 'NO" BUTTON OR OTHERWISE INDICATE

REFUSAL AND MAKE NO FURTHER USE OF THE LICENSED PRODUGTS OR SERVICES

PROWIPTLY RETURN ANY HARDWARE. MEDIA CONTAINING THE SOFTWARE AND

REMOUE ANY ELECTRONIC COPIES OF THE SOFTWARE.

iy a limited rightto-use hardwar,
‘software and services license agreement and will apply 1o the hardware, safturare and
i acoessed by UNI the UNITRENDS

0 aEm

3 Setthe appliance date and time by doing one of the following, then click Next:
® Select a Timezone. If needed, modify the appliance Date and Time.
OR

¢ Check the Use an NTP Server box to sync to an NTP server. (Optional) Enter your preferred NTP server
address.
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UNITRENDS

Date & Time Host Name & Password

(® Enter a date and time for your appliance
E Date | 9/4/2019 m
Time 16:05:03
Time Zone = America/New_York -

() Use an NTP Server

NTFP Server Addresses @

0.centos.pool.ntp.org ™

1.centos.pool.ntp.org
W

Click to continue Next

Enter a Host Name, a Domain, and a new Ul Password for the appliance. If needed, enter a new OS Password.
Confirm the passwords by entering them again in the fields to the right. Click Next.

The hostname can contain only alphanumeric characters, dashes, and underscores.

The appliance has a Ul root user and an OS root user. These are separate accounts. Changing the
password of one root user account does NOT change the password of the other root user account. The Ul
root user is used to log in to the appliance Ul. The OS root user is used to log in to the appliance console or
for command line access.

If you have already set the OS password, these fields are disabled in the Quick Setup Wizard.
Passwords cannot contain the word Unitrend (case insensitive).
The OS password must contain 8 or more characters.

All appliances are deployed with these default Ul and OS credentials: user root, password unitrends1. For
appliance security, you must change these passwords in the Quick Setup Wizard. For increased security,
ensure that the OS password you enter is different than the Ul user password.

After you finish the deployment procedures in this guide, you can set up additional Ul users for the
appliance at any time. For details, see Users and roles in the Administrator Guide for Recovery Series,
Recovery MAX, ION/ION+, and Unitrends Backup, Appliance settings topic.
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UNITRENDS

Date & Time Host Name & Password

HostName | vmware-ub
Enter hostname,

domain (optional)

Domain | unitrends.com

and appliance
Uland OS Ul Password  essssssss
passwords

.........49 Confirm Ul password
""-""—e Confirm OS password

(Optional) To enable email from the appliance, check Enable email reporting and enter the following;:

® ®© © ©

05 Password  essssssss

The fully qualified domain name of the SMTP server.

(If needed) If the SMTP server requires authentication, select Authentication required and enter a
Username and Password.

Click + Add Recipients to add a an email recipient. Enter an email address in the Recipient field and select
one or more of the System, Jobs, and Failures options to specify which reports the appliance will send to the
recipient. Repeat as needed to add more recipients.

Click Finish.
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UNITRENDS

Date & Time

Host Name & Password Email

o—- Enable email reporting
SMTP § unitr o Enter the FQDN of
o ‘ the SMTP server

[ Authentication Required

Username If the SMTP server
uses authentication,
Password check the box and
enter credentials

Confirm Password

Recipients. System Jobs Failures
jalvarez@unitrends.com x For each recipient, enter
an emaill address and
djones@unitrends.com O x select leS to send
e— 4 Add Recipients

Click to add an
email recipient

Previous

Do one of the following:

If you deployed by using new storage for the initial backup storage, the Welcome to Unitrends dialog displays.
Click Start exploring to view the interactive product tour. Then proceed to the next step in this procedure.

UNITRENDS T8 L 0 O

88 Dashboard

2 < Backup Summary (2 Sl 2@ Got Questions? Ask the Community 3
Protect
% Recover 0 16
@ Jobs Errors Not Protected C nnect I T
S AVG BACKUP SPEED TOTAL SIZE AVG SPEED @co MMUNITY
0B/s oz aers

& Configure

@A login 2 Register Q Suggest Ideas

08/0708/08 08/09 08/1008/11 08/12)

Backups
i I
Storage (£ Hi there! (] Backup Copy - Hot Targets [2 2l 2@
Welcome to Unitrends
Type Name Appliance 0 0 0.0
=] Internal walkme-y  For our new admins and those looking to familiarize themselves with Unitrends Errors Protected R x
administration, we have curated a new experience.
TRANSFER RATE
=
Start exploring Click here to begin the tour
Os/07 08/ OB/ 0870 08711 0812 0813
Wiogical M Physical
Active Jobs ]
Job Name Appliance Asset Progress Status. Duration
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OR

If you deployed by using storage that contains backups from another Unitrends Backup appliance, click
Recover to add the backups to the appliance. Then proceed to the next step in this procedure.

Configure Storage

The selected storage contains an existing filesystem.
If it contains Unitrends backup data, you can attermpt
to recover it. Otherwise, you can erase the data or
cancel and select different storage.

3¢ Recovering Storage...

Do one of the following:

If you deployed using added VMDK disk storage, proceed to "Step 6: (Optional) Modify deduplication
settings" on page 46.

OR

If you deployed using external storage, proceed to "Step 5: Add the initial backup storage device if using
external storage directly attached to the Unitrends Backup VM".

Add the initial backup storage device if using
external storage directly attached to the
Unitrends Backup VM

Perform this step only if you are deploying using external SAN or NAS storage connected directly to the Unitrends
Backup VM.

IMPORTANT! If you have deployed using added disk storage, do not do this step. The initial backup storage device
has already been added to your appliance.

Once you have exposed the share or LUN to the Unitrends Backup VM, you must create the initial backup storage
device and configure the appliance to use this storage. Run one of the following procedures from the Unitrends Backup
Ul to create this initial backup storage:

"To add the initial backup storage device if using an external LUN"
"To add the initial backup storage device if using an external NFS share" on page 45

"To add the initial backup storage device if using an external CIFS share" on page 46
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To add the initial backup storage device if using an external LUN
This procedure assumes you have allocated a LUN on the SAN and exposed it to the Unitrends Backup VM.

If your SAN is configured with CHAP authentication, you must configure CHAP on the appliance before
adding the iSCSI storage device. To configure CHAP on the appliance:

Log in to the appliance UL.

On the Configure > Appliances page, select the appliance and click Edit.
In the Edit Appliance dialog, click iSCSI CHAP.

Verify that the Use System CHAP Credentials box is checked.

Enter credentials in the Username, CHAP Password, and Confirm CHAP Password fields, then click
Save. One set of credentials is used to access all iSCSI targets that have been configured to use CHAP
authentication.

By default, Username contains the appliance's iSCSI qualified name (IQN). It is required that the
username and password on the initiator (backup appliance) match those defined on the targets.
Modify the Username entry if necessary.

The password must be 12-16 characters in length.

To add the iSCSI device:
Log in to the appliance Ul:
Open a browser and connect to your appliance by entering: https://<appliancelP>/ui
In the Username field, enter root.

In the Password field, enter the Ul password you specified above in "Step 4: Set up the appliance using the
Quick Setup Wizard".

On the Configure > Appliances page, select your appliance.

Click the Storage tab below.

Select Add Storage > iSCSI.

Enter a unique Name for the storage device. This name cannot contain spaces.

Enter the IP address of the SAN storage array in the Host field.

iISCSI communication uses the default port 3260. If the LUN uses a different port, enter it in the Port field.
Click Scan for targets to retrieve a list of targets on the remote storage array. Then choose one from the list.

If you do not see the LUN in the list, go to your SAN manager and check your LUN configuration by doing
the following;:

Verify that you can see the Unitrends Backup appliance in your SAN manager.

Verify that you have a LUN assigned to the Unitrends Backup appliance with the correct
permissions.
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Check with your Storage Administrator for more information.

Click Scan for LUNs and select one from the list.

If you receive an error indicating that CHAP authentication has failed, CHAP has been configured on the
target and either CHAP has not been enabled on the Unitrends Backup appliance, or the Unitrends
Backup CHAP credentials do not match those of the target.

Click Save.

Proceed to "Step 6: (Optional) Modify deduplication settings" on page 46.

To add the initial backup storage device if using an external NFS share
This procedure assumes you have allocated a share on the NAS and exposed it to the Unitrends Backup VM.
Log in to the appliance Ul:
Open a browser and connect to your appliance by entering: https://<appliancelP>/ui
In the Username field, enter root.

In the Password field, enter the Ul password you specified above in "Step 4: Set up the appliance using the
Quick Setup Wizard".

On the Configure > Appliances page, select your appliance.
Click the Storage tab below.
Select Add Storage > NFS.

Enter the required NFS share information and click Save. Descriptions of each field are given here:

Field Description

Name Name of the storage. Cannot contain spaces.
Host IP address or hostname of the NAS share.
Port Contains the default NFS port. To use a custom port, enter that port number.

Share Name | Enter the full directory pathname of the NAS share. Do not use leading or ending slashes.

Username If the share is configured for authentication, enter the domain username as user@domain.com.
(optional)

Password If the share is configured for authentication, enter the password.

(optional)

Proceed to "Step 6: (Optional) Modify deduplication settings" on page 46.
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To add the initial backup storage device if using an external CIFS share
This procedure assumes you have allocated a share on the NAS and exposed it to the Unitrends Backup VM.
Log in to the appliance Ul:
Open a browser and connect to your appliance by entering: https://<appliancelP>/ui
In the Username field, enter root.

In the Password field, enter the Ul password you specified above in "Step 4: Set up the appliance using the
Quick Setup Wizard".

On the Configure > Appliances page, select your appliance.
Click the Storage tab below.
Select Add Storage > CIFS.

Enter the required CIFS share information and click Save. Descriptions of each field are given here:

Field Description

Name Name of the storage. Cannot contain spaces.

Host IP address or hostname of the NAS share.

Port Contains the default CIFS port. To use a custom port, enter that port number.

Share Name Enter the full directory pathname of the NAS share. Do not use leading or ending slashes.
Username If the share is configured for authentication, enter the domain username as

(optional) user@domain.com.

Password If the share is configured for authentication, enter the password.

(optional)

Proceed to "(Optional) Modify deduplication settings".
(Optional) Modify deduplication settings

Deduplication is a data compression technique that eliminates duplicate data blocks. To yield fastest performance, the
appliance is configured to use the Level 1 deduplication setting. You can opt to modify this setting to increase on-
appliance retention. Keep in mind that increasing the deduplication level decreases job speed.

To modify the deduplication level

From the Global options at the top of the Ul, select Options > Deduplication Settings.
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@ L@ 0w« [

UNITRENDS

: Click the gear icon Inventory Sync
Appliances Protected L .
and select Deduplcation settings (Last : 01/11/2022 20:06:27, Sync .

[ it ® Remove

88 Dashboard

<

@ Protect
88 view:Table @) Add Appliance Check for Updates

R Recover

B Jobs APPLIANCE STATUS ADDRESS VERSION Deduplication Settings REGISTERED ASSETS
i Reports [0 ossouces @ Available (logged i) 19225, 20.81  10.6.9-1.2022101  Set Language (en-gb) 1 657
I o Configure [0 Recovery602 @ Available 192 Wea2 10 212028.Cent0Se  N—— 799

Select one of the following deduplication settings:
Level 1 — Use this setting to optimize performance.

Level 2 — Use this setting to balance performance and on-appliance retention.
Level 3 — Use this setting to optimize retention.

Click Apply Settings.

Deduplication Settings (%]
o Choose desired deduplication level.

O Level 1 (Optimized for performance)
Select a level ® Level 2 (Balanced for performance and retention) 9
Level

@] 3 (Optimized for retention)
Apply Settings

L
L

ev

Register and license the Unitrends Backup
appliance

Your appliance is now configured and you can begin using it to protect your environment. For details, see the
Administrator Guide for Recovery Series, Recovery MAX, ION/ION+, and Unitrends Backup.

You must register and license the appliance within 30 days of deploying Unitrends Backup.

Each appliance requires an activation code and license key. Use the procedures below to register and license the
appliance:

To register a Unitrends Backup appliance

On the Configure > Appliances page, select the appliance and click Edit.
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UNITRENDS

8 L@ 0w @

88 Dashboard
aa Dasnaoar Appliancese Protected Assets

& Protect <
908 ey Table Add Appliance ¥ Edit o Remove
B Recover o o D
S
B Jobs APPLIANCE STATUS ADDRESS VERSION STORAGE REGISTERED ASSETS
¥ Reports M omuebss @Ava\lable(mgged in) 9= o —

I % Configure o

e

Select the License tab and click Update. The Registration Center displays.

License Gackup Copy

General Email Users Date Time Advanced

LICENSE DETAILS

AssetTag 03 hiieninicil e Sieih " ieniiend =15 7

License
Install Date

Expires

Feature Description
Feature String

License Key

Update Add License Info

Save Cancel

Select one of the following:

Selection Description

Start my free trial

Submit this form to start your free 30-day trial.

Activate my
purchase

Enter your email address and activation code. You license key will be emailed to the
address you enter here.

Activate with promo
code

Enter your promotional code to register your product and receive your license key.

Request a quote

Request a license quote.
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Unitrends Registration Center

YOUR CURRENT ASSET TAG: 27f65&

IEIE ELEEra005928e

YOUR CURRENT LICENSE: NO LICENSE

How can we help you today?

Select one of these

© 2022 Unitrends

Complete and submit the applicable form.

Once you have purchased a license, Unitrends sends an email containing license details. Use the next procedure to
apply this license information to the appliance.

To license a Unitrends Backup appliance
Use these steps to enter license information you have received from Unitrends.

On the Configure > Appliances page, select the appliance and click Edit.

)
UNITRENDS 0@ Ot @A
88 Dashboard
as Dashboar Appliances 9 Protected Assets
& Protect <
88 view Table Add Appliance ¥ Edit e Remove
% Recover on © &
T
B Jobs APPLIANCE STATUS ADDRESS VERSION STORAGE REGISTERED ASSETS
1 Reports M@ pmueb-8s @ Avaitable (logged in) 19;m

I 05 Configure o \e

Select the License tab and click Add License Info.

UNITRENDS
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Edit Appliance (2]

General Email Users Date Time License Gatkup Copy Advanced

LICENSE DETAILS

AssetTag e _ W i B T

License
Install Date

Expires

Feature Description
Feature String

License Key

(2 ceare

Enter the License Key, Expiration Date, and Feature String.
Click Save. The license is applied.

Edit Appliance Q

General Email Users Date Time License Backup Copy Advanced

LICENSE DETAILS

AssetTag L R T Y )

License
Install Date

Expires

Feature Description

Feature String

License Key
License Key 223 WEEL P MO L S0
Expiration Date 01/31/220 m Clear Date
Feature String ENTRB,MUX=10,VC=INFRC=INF,D2D=INF,ENC ADX

0 I 3
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Edit Appliance o

General Email Users Date Time License Backup Copy Advanced
LICENSE DETAILS

Asset Tag 0382wl T idwiediki=nwbint 2157

License Enterprise Edition

Install Date ThuNov 316:27:42 2016

Expires 01/31/2019

Feature Description  Unlimited Replication or Backups, Encryption, Archiving
Feature String ENTRB,MUX=10,VC=INF,RC=INF,D2D=INFENCADX

License Key T2 2 hiiiiinh kil o i inid iminid 75 02

Start protecting your environment

Deployment is complete and you can get started protecting your environment. For details, see the Administrator Guide
for Recovery Series, Recovery MAX, ION/ION+, and Unitrends Backup.
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